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J.. SCOi'K . 

Pursuant. U» the provr.itms of NfT.'ip No. 4, tills illrrctivo estafolir/n'r,*/ 
jjroet-umvs for the iiiilumnnit, .onii-iMI i«»n, resell -K-nieiU and t'urllv'.-r. 
hnnhling ol u*: lei; tors outside- the. coiil uwnlal limits of the United Staley 
and its |>os.v ions. This. diiy divi: doea not apply in active theaters <.f 
war whore U.,S. Forces arc engaged or where* the; Prc$:dnil so directs. 

2. URFINiTlONS 

For the purpose of this directive, the terms listed below shall have 
the meanings indicated: 

a Defectors: Defectors arc (liTmed as nationals of the USSR- or a 
country in the Sino-Sovirl nice, who haw escaprd lrom the contiol of any 
sin li country, or who, bein'; otil.:ipe such jurisdiction and control, cue 
in^'iiling lo return thereto and who are of apeeja! value to the U.ie. 
Government because: 

(1) They arc able to add valuable new or confirmatory infonna- 
tion to existing U.S. kmwhdgc of the Soviet world: 

(2) They arc of operational vaJui: to a U.S. dq>aii ment or agency; 
or 

(3; Their defection can be 'psychologically exploited to the ad- 
vantage of the United Slates. 

b. Inducement:. Inducement is an act committed or manifestly insti- 
gated by a U.S. ofUcial and demonstrably intended to bring about a defec- 
tion for which the U.S. Government might*, i* the act were discovered, de- 
cal led upon to account. 

c. Potential Defector : A potential defector is a national of the USSR 
or a country of the Sino-Sovirt. nine v:lu> (1) is dissatisfied or potentially 
estranged in t lie allegiance to the government of his nationality, (2) may 
reasonably be expected to be susceptible defection or recruitment in 
place, and (3) appears to meet the special values criteria of a cbfcoior 
ns set forth in para. 2. a. above. 

(1. Disaffected Person: A disaffected person is a potential defector 
who, either through inducement or voluntary action on hi:: part, has 
indicated willingness or desire to def^l. 

c. Walk-In : A walk-in is a disaffected, person who present «■ himself 
to a U.S. installation in a foreign round y and requests asylum r.-: assist- 
ance in escaping from Cotnijuinl/;t, control. 

f. Refugee. A refugee is a national or former national of a Commu- 
nlst-dommulrd country, who has fled from and/or is unwilling tu roiurn 

' This Directive mi pent* fl os DCI1) No. *5/3 i Knv tlerlo:;). link'd re April 1 which 
previously h;«l Mipcr&cticd JDCOP No. 2 (June 19M), 
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I - • \|:i4 i fii ji!. : ■ >. .V I . r ,-ii i. hi, |V; ■ fl.Ol lif C!1 itllc- 

k'-ab-d J do ' unr ri.y of Mi: 1 ■ ■ i : 1 1 : ; y <il ensoul it rid,; nee, and who 
t.< nut a defector. - 

V Kscnjic An r;a|:n: is n re'iev- who i., a jiof ional : I ) of a Euro- 
pean satellite (t.vctpt ethnic Germans) or Yugoslavia wi n has escaped 
shirr 1 ■h'lio.ny nr {’?.) of 1 1 it- i iivt perUve of (lie dale of his 

'■sr.-ipe, or (b; n 1 Gon unit : i l:,l. tJmii,, or lie :,.itt hi! on a very 

Si i'.'C fp.'e ! rc.jr. 

3 , yoh'-soy/irr nr.oc nationals 

The provii-in.is of ibis directive may bp ajipilrrl jo whole or in part to 
csscsof nationals of countries other than ihr USflH or the Kino-Soviet 
Eire,, who otherwise meet the definition of defector.,- in para. 2. a. above, 
when -sii.il action is approved by (lie Dilcetor of Oriliul Jnloiligcncc 111 
con.su i in! ion with the United States Intelligence hoard, finch action is 
nnrniaily recommended by Uic Interagency IJi lector Committee (1DC), 
Washington.- ' ' 

4 . SUMMARY or TJ.S. POLICY CONCURRING THE DEFECTOR ’ 
PROGRAM ' 

a. Defection, particularly from tlic U&Sfi, should be owiourrgcd and 
induced, employing both convcrdiunal and unconvenf iomil means, when- 
ever there is a net advantage to U.S. interests. Accordingly, the United 
States should; 

(1) Encourage and induce the defection of the maximum number 
of persons from tire USSR and of Soviet nationals outside the USSR 

(2) Con'inuc, and if possible expand, cITorts lo encourage and in- 
duce 'flic defection of key members of elite groups of countries other 
than the USfiU who may qualify as defectors. 

b. To encourage defection and discourage rcdcfcclion, the United 
States should assure derectors adequate care, maintenance, and resettle- 
ment assistance not oniy during, but also after their exploitation or 
utilization. 

c. The Unitccl Stales should lake no action to encourage tire depar- 
ture of large numbers of nationals from countries in the Sino-Soviet Bloc 
other than the USSR. 

d. Trior lo initiation by any U.S. department or agency of action to 
induce defection of a potential defector or disaffected person, the possible 
value of recruitment in place will be considered carefully. Where the 
best interest of Uic United Slates would be served by such recruitment of 
the individual concerned; the provisions of DC1D No. 5/1 shall apply. 

c. It shall be the general policy that no bona fide defector will be 
returned without ills consent. ■ 

f! Intelligence Considerations and objectives shall lake prioiily and 
shall be satisfied prior .to psychological exploitation or defectors. Psy- 
chological exploitation will be restricted lo specific eases where a net 
advantage to ihe United Elates can be expected. There policies shall 
bo implemented to ihe extent practical In oases where a defector Is under 
Die control ot another government outside the Kino-Soviet Blue. 
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of nvrri j.uMif 11/ < .i.icci niii;; ilt-ficlii;-.,- sli.ill ty 
<<M, , ,| !■!!• IV, •;:>•!! ■ :,t. . - : -r| . . 

V. (. no'tim:;!i<w;, .is [ir.ividi' l :,lj:;)l i-ixpivt inf; iid-M > -’.L'i, capu- 

liilitvs mill i'C\;j.,)i:; : iiiilll it:. n! nU tlf fi iil u . : ' i > '• ; and ay -nr.r.. to in;. on 
lull )],.;■ of laaii ('.i|'abi!ilifv, in -.i-Ajj-.-rl of tliv ili-fu:loi‘ prog;-;::*.. 

5. • 'UK’AV 'MiFKCTOK CpmurVEKS < • , 

A io.-iil IVfcfUir OoimniHi" ::1 mil Im <\.l:ilili;li.<l under the peiSfr;;l 
itijvrvf: ion of tlic 'fenior U.M Kopri’.soutntivc in aj;pro|«iat.i! couulvin!. 
The Cfiiiimiiltec .shall consist of ri 1 -|ui- wnlnt iv**x of the Central Ir.telliocn::e* 
Agcitry (Cf/i), Chairman, IX'parlrni ul of (stale, and Depai Imenis of (.hr.-: 
Army, Navy and Air Korn*. The C'oiinnil li;e may invite jtj .irsunla tnv, : , 
of other di paitnirnts ami agencies In allend it.*; muling.; on an ad lia;: 
basis. The local ilofi.clor Coirinillec shall: . 

a. Meet periodically, normally at least once «ju:i rlc-rly, to coordinate. 

inlera;;ency aspects of the defector program in Ihn area ennc.imd and 
10 promote the full use of the resource." and capabilities nf flu; li.s. Gov- 
ernment in support of this program. Copies of minutes ;>f all local 
Detector Committee meetings shall be forwarded through CIA channels 
to IDCAVasUington. . . ■ 

b. Consider and resolve mutual., problems including inilia! considera- 
tion tjf disaffected persons believrd I \ meet the criteria cstablislicd in 
p.Ara, ?.a. above who are nominated by a member. When .swell problem:; 
cannot be resolved by tiro local committee, tin: matter shall .be referred 
through CIA channels lo lDC/Washington. In such canes representa- 
tives of other departments or agencies may communicate directly whir 
their principals in Washington on the subjects Involved. If time dor-; 
not permit referral to IDC/Washington, the mailer shall be submitted 
for decision to Hie Senior U.S. Representative in lire area. 

c. Keep IDC faslrington informed concerning caclr defector, includ- 
ing status of caj a-ilatlon and termination of I lie case. Appropriate re- 
ports on disaffected persons will be made to IDC/Washington, except 
when recruitment in place or oilier operational use ts contemplated. 

d. Recommend supplemental procedures in consonance with this 
directive for approval try IDC/Washinglon as may be required for imple- 
mentation of the defector program in Li re are concermd. Such proce- 
dures shall (1) provide for appropriate security measures feu- the per- 
sonnel and facilities involved in the program, and (:i) insure that: (a) 
at flic earliest possible time, information related to irnmlnmre oi bos-, 
tilillcs or immediate threat to tiro security of u U.S. inslallat i,-,tr is sought 
from the disaffected person or walk-in, (b) such informal ion is given 
immediate dissemination in the field and at the national level with ap- 
propriate source attribution and evaluation, and (c) lire disaffected per- 
son or walk-in is transferred to CIA control at tire earliest possible time, 
together witli the clothing, document; and other possessions and tiic full 
results of any preliminary debriefing of tire individual. 

e. Establish local operating procedures lo insure that walk-in eases 
arc promptly referred to the proper official of the U.S. Installation in- 
volved and handled under condll ions insuring the maximum possible 
security for both the Individual concerned and local U.S. installations. 
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f. i - : I ■■! j ( ii;*. ' ■ h. *»•:.:? i*i • !):M .iW ii rmln r:: r»f lk f : a l 3 )p- 

{% •*:!<>;* C-i. ■■.!!);! if ;:.t !,rpl rUidVidly inhumed on lural defector p rCil'J**? » *S 
u* V.'Ul ax applicable IJ S. pulicii;.* and procedure:*. ■ • > 

!' g. it.*- oii!.i.- n H */\V;;. , ;hir»;;1*m proposal.: for surfacing or l he’ 
■release oi' Suit ».» i ovc! . ublicity coma ruing a defector. . 

u. orEKATixc roi.icu r, and prooedmifs ' ' - ,v - 

a. Tin; mvivcO by it juilt.-iiU »i tiihetov m* dl.sulfcctcd per-' 

j-on lip; -n itr:.L mnlnct- viiii ii l/.S. ollieud may lulhicneo hi:; decision to 
cIcin.'L or ids kh.uiv ii&oliilii<:.sn to flu: linked Stales. Any query directly 
or throw '.li an intermediary by a potential tftfrchir to iu, certain the 
opportunity i>f admission to the United tUaUr. or fo; oi.hcr as:.i:;!nM(’o for 
and family should in; met with a clear indication o I the difficul- 
ties involved without indicatin'; that the clilTicull ie.s are inMjvmounrabJc. 
Except in cnscs of roc • ruil.mcn l in place, or cUur operational uso, no- firm 
fjKrmvi.' 1 oc otlar commitments iOudl be made until Ihe e.asc has been 
cor,ridiu« d by th: local Dekeior Committee and, jn the event, movement 
to ihe Unit* d 2>iahv*> Is invoked, appropriate cb arrnccs arc oblaiiied Jrorn 
A:> e:\ity as fensible, each disaflVckd peraon should 1j« re- 
quired lo sij’.n n • tatcnicnL incUcolinp that: hi:, defeclion was purely vol- 
untary md Hint he desires political arylu.m. 

I>. The cr.ro. r*f any d is n Hie led )>eiKon or defector in the hands of a 
non-Sbio-Ec»vi.'t i;ioe ^o.vcrn incut that become:; known to any U.S. Gov- 
ernment official abroad should be repotted promptly to the Chairman 
of die local Defoelor Committee who will consult with appropriate mem- 
bers of the Committee and he responsible for taking and ccordinalintt 
mi ion in the ini treat of the United SLat.es. To the extent, feasible, de- 
fectors undo* the control of another government will bo exploited in the 
interest of the U.S. Government ;u> provided herein. It is m:oi;ntecd, 
however, that political considerations nf and agreements with a host 
government may affect exploitation nf defectors under its control. 

c. Y/hen a defector is to bo. used for operational purposes and when 
his identity should bo concealed, the Chairman of the local Defector 
Committee will inform the Committee of the existence — but not the 
identity — of the defector together with a general statement of his back- 
ground, area knowledge and field of relative competence. DCID No. 5/1 
shall apply to such cases. Efforts shall be made lo satisfy intelligence 
requirements as promptly ami completely as possible. 

d. Information related to imminence of hostilities or immediate 
threat, to Iho security of a U.S. installation will be sought at the earliest 
possible time from disaffected persons. 

c. The establishment of bona Tides of dlsafTcctcd persons will be given 
particular attention because of the demonstrated use of defector chan- 
nels by hostile .services to penetrate and convey false or deceptive Infor- 
mation to U.S. intelligence services, 

7. RKSPONSMlMTinS OF TIM FIELD REVRKSENTATl i-S OF C/4 

The Field lie present alive of CIA has primary responsibility lor the 
conduct, of the defector program abroad and for providirg certain serv- 
ices of common concern. He ahull: 

SECRET 
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Ut'"l.Vi t , iii.' r** j>. 1 1 1 i ■ j r iv.* of Ui- Dhvr’lor of 

f 1 1 1 I’ 1 1 loo Jlir.' Ht'f. i'll o- f.-i ini- itcLo'ii i. -i *1 with, a hi: :uv., ot 

rerp'inaibilbv includin';; . 

(1) J.l icon ‘.'.'flji ( 1 .,- iilit! .'('('(lit ' ' , lees til' other 

inlnc.';h;d I’lcmcnls nf toi’eign govei umrnl:; f o .left clor routler.’;, ' 

('■) f'l’nmolhm of I lu: fuH'uru of Ihe.rrxoorrra and capabilities of- 
nil tl> iuiI i >1011 (■; f.Mil mi' . m aunpovt ol l hi:; ju ogi’nrn, ‘ ' ■ r 

(Ti) Indue, iii' iit opera 1 iona ami npciatlnnal use of defectum' by 
other dt'piti l pn'ii I and ajn. uric , in accordance with flic- preem ions-'uf 
VCAD No. 5/J. I 

b. In consulluUnn with (In local Jicfcclni' Committee: 

(1) Determine, in Ibo ra-c of dr.uir'’rh:f| persons, t he speci.-.l vulu-':. 
applicable nml the l'is!:, if ;.ny, lo Hie political, military, diplomats' 
r.ml security intercuts of tie Undid Stairs. 

(X) Insure nppioprutu ami p.ompl dissemination of intciMgonr.' 
information obtained horn defer lor:., .and 

(3) Determine such .special handling foehn ique:., inducing re- 
striction of local dis.scmm.diun of informal ion. a:; may lie renmed in 
cases of disalicctod persons or, deb dors when exceptional )>oli t lc*:rl . 
^military, diplomatic, security or ofher factors me involved. In ap- 
propriate eases, recommendations for special handling will he sent to 
IDC/VVnsbington. 

c Induce defection and ire dt rectors operationally, 

d. Establish the bona tides of disaffected persons in consultation with 
tile representatives of appiupilulo clop.ai'tmcnls or ry: r.-irr who may 
have parliripaied in Hie identification or delivery of the disaffected per- 
son, or for other reasons may have a special interest or capability in the 
area. . . „ ' ■ ■ V 

(1) Representatives of departments and agencies concerned wilt 
be kept informed on a timely basis during the process of determinin': 
bona tides and will be provided a final summary when bona tide.- and 
special values are established. At such time, departments and agen- 
cies concerned will bo provided access, initially to satisfy security ci 
other operational intelligence requirements and theicafter for, oilier 
exploitation purposes. 

(2) Information indicating imminence of hostilities or oilier 
highly »’ i meant intelligence information of immediate interest will 
be song! l Die earliest opportunity and given immediate dissemina- 
tion in l,.o field and at the naXionat level. Debriefing of defectors 
to obtain intelligence information of immediate opei ationr.i value 
will be conducted in conjunction with other departments and agen- 
cies concerned; specific operational leads, applicable to tie ir 
dcstint activities, will be made available to appionriale dcjiarlnu-nts 
and agencies. 

(3) When the bona Ados of a d sai.ected person cannot lie estab- 
lished within a reasonable time, the oilier members of the local De- 
fector Committee will be given a situation repml Oh the disulfide:! 
person together witli a general statement or ids alleged background, 

T;3C 03037'! 
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e.i knnwji-l;.,' ;u‘i! ii.-ti u. i ,'l:i! i c'-ui pel ( O' v. Sprediv intclil- 
u. . a, .pn.nui ui-. ‘..ul he j.iiii - ,-:d u.i'i :.:tf i as promptly and 
lidly a., pi ; .ihle. nuimaliv v.ithdof 1 .le. e.'s lo the disal.’ecleU person, 
by the’ depsrlmenbi and agcreics concerned ijuder conditions cstaS- 
li,iu',l by l he CiA repies nlolivc.bi tin: light of the unusual circuin- 
slances of Ihc ease. , v •»' ■" " . i,:' 

( !) Wlien counterespionage npcrnliiinal ra tion Is indicated bc- 

e.ie.’.o hostile agent statu.; i., established or must be, assumed, the 
});'i eiei;]:; ol the dircclivo shall not apply and the ease shall lie bun- 
dled in a,.’i’i:i dance willi 1IOJI) Mu. 5 / 1 . When counter-espionage nc- 
tton is not indicated, and prior lo disposal of such eases, departments 
and agencies wilj lie peevided an opportunity to request, the servicing 
of specific ii ipmeue n ts under conditions established by the CIA rep- 
resentative, normally by direct access to the disaffected person. 

e. Intorin the Senior U.S. Representative in tho area involved of the 

pi e. air: < f a dofe r or potential defector and ’advise such representa- 
tive tin ail aspect i defector waiters. . ’ . ’ • ' ■ 

f. Debrief defectors for positive intelligence information wltli par- 
ticipation by departments and agencies involved in the (left ctor program. 

g. Provide or arrange tor secure facilities and personnel far the proc- 
essing and debriefing of detectors including transportation or evacuation 
to secure areas as required. 

ii. Provider nr arrange for care, maintenance, lehabllitntion and reset- 
tleiiwnt of detrctui.i williin Uie limit;: ot available funds. 

i. Serve as the channel of comnnmlrntlon between the local Defector 
Cchiiuiitce and lDC, -'Washington. 

j. Conduct liaison with foreign intelligence and security services con- 
cerning dr feetor matters including the exchange of interrogation reports. 
b. REsroxKuiu.n’iFs of rriE fi f.ld representatives of the 

DEPARTMENTS OF STATE, ARMY, NAVY AND AIR FORCE 
Designated representatives of the Departments of State, Army, Navy 
and Air Force: 1 

a. Subject to the provisions of para. 7.a. above, may conduct supple- 
mental activities in support of the defector program including the in- 
ducement ol defection, liaison with foreign intelligence and security 
services concerning defector matters, and exchange of their own Inter- 
rogation reports. 

b. Shall report promptly to CIA representatives the identity of any 
potential defector together with all available pertinent information. 

c. Shall provide, within their capabilities, transportation, housing, 
personnel and other facilities in support ot the detector progriun. 

cl. Shall advise Hie representative of the Director of Central Intelli- 
gence ul llm political, military, diplomatic, or security implications of 
ucLjoiir, peopusi'd or taken In support of thin program. . 

0. RESPONSiniUTll-.S OF THE SENIOR U.S. REPRESENTATIVE IN 
THE AREA 

The Senior U.S. Representative in the nrca concerned will be respon- 
sible for: 

C 

SECRET 

9 



BECHET 


"■ Dclv "’ | i'‘:r>!:. With ti„. .1.: ,'icr and m,. ,e|)iv- 

tLc-JLurinl V,; a,:r, tb.- „ ; ,d 

,l ’ iurlH.n;. conliin;)i.,;ui h.v.iri i . i .UTf-r t. ■: : •• - • on nr J /urtor 

la-'i) iiLCbl the; pohlu'.'i! and ilffilnmata.* uilrrcat < ' the iLB, 

i). Xn.Niirj] if" Ihal npprnjirjuh. l.T.Ji, ohirlrda, no! miri'cil by para. 

»')ai arc lita ly to la., in rout H, ^-iUi dia.lhrli tl |>r rsn’..a arc 541 veil llniifiyj 
luicntiK 1:00., 'mil,.. rUtrrt.i, nmltm. :v; proviilrd Jut.. in* 

c. Coavdinatm;; with' tin 1 1 prcwnl atlviK of inlcrr.-.U'd tJ.S. di'jiArU 
ni- nl,.; and ciiuiv-s trial, to the dip tec i.<cr;s;ny, willi appropriate for- 
cipn tjovorimK iiPil a-yncua, any publicity or psychological exploitation 
of a defector. 

d. Providing ipcist.ince to (he CIA represent alive in carryme out his 
responsibilities under this directive. 

Allen w. dulles 

Director of Central intclttftcnce • 
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Protection of Defectors in Foreign Countries 

Oo pj pcv-TIJ Wo 


All American Diplomatic Missiehs (except Bucharest, Budapest, Moscow}*, 
Prague, Sofia and Warsaw), and ALEXANDRIA, ALGIERS, BERLIN, BitlRAY, c'3 
CALCUTTA, CASABLANCA, DACCA, DAKAR, FRANKFURT, GENEVA, HONG KONG, * pc 
ISFAHAN, ISTANBUL, LAGOS, LAHORE, LEOPOLDVILLE, MADRAS, MESHED, ^ H 

NAIROBI, SALZBURG, SINGAPORE, TABRIZ, TANGIER, TRIESTE, USUN g 3 


! 

< 1 



Increased travel and the establishment of diplomatic missions 
between Sino-Soviet bloc countries and tlie free world is likely to 
involve a larger number of Foreign Service posts in the handling of 
defectors, as prescribed by current intelligence directives. These 
directives provide general guidance on many of the detailed steps 
involved in defector procedures. Nevertheless, recent experience 
suggests the timeliness of reviewing some of the principles affectlngOi 
the status and welfare of individual defectors, the traditional O 

American attitude in this field, and particularly the commanding • 

position of the host countries in Which defection occurs. O 

. o 

Concept of Political Asylum O ° ° Ns * 

A defe >r who is not facing a charge of illegal 'action on the < 
part of til. ost country may properly apply to American represents- IV' 
tlves for territorial asylum in the United States^/ Two paragraphs (f./ 
of DCID 4/2 (transmitted to most posts with CA-3^52 of October 14, 0/ 

1959) refer to "asylum" as follows: O 

Paragraph 2(e): "Walk-In : A walk-in is a disaffected 
person who presents himself to a United States installation 
in a foreign country and requests asylum or assistance in 
escaping frew Communist control." 

Paragraph 6(a) "... as early as feasible, each disaffected 
person shall be required to sign a statement indicating that 
his defection was purely voluntary and that he desires I 
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political asylum.” 

The Department considers that the word * isylum" in the context of 
the paragraph :uoted above should be Interpreted as Mnl ng 
territorial u /lum in the United States rather than diplomatic 
asylum in an American official establishment. 

In extending protection to a defector, the sovereign rights 
of the hoot government (as well as its political orientation) 
must necessarily be kept in mind. Finally, American officials 
must take all feasible steps to prevent the Involuntary return 
of defectors to tuelr countries of origin. It may be advisable 
to call the attention of local officials to Article It of the 
Universal Declaration of Human Rights (General Assembly Resolution 
di' December 10, lgtfl) as one of the reasons which they might use 
in resisting demands for the return of the defector to his country 
of origin. Article l4 of the Declaration states that "everyone 
has tiie right to seek and enjoy in other countries asylum from 
persecution". 

Possible Procedures for Protecting Defectors 

Attachment 2 outlines a recent case in which the rights of 
the defector, of the United States, and of the host country, were 
successfully protected and reconciled. It is therefore recommended 
that when similar cases arise, posts make every effort to cany 
out the following procedures: 

1. Qualified Foreign Service representatives shaij. accompany 
tue defector in carrying out any essential legal activities (regis- 
tration, documentation, interrogation, etc.) which may be required 
to comply with the laws or regulations of the host country. 

2. If confrontation with his former principals cannot be 
avoided, a Foreign Service officer should be present during such 
confrontation, which should be held in a language understandable 
to the two principals as well as to the U.S. representative. 

Local officials should be persuaded that any deviation f red normal 
confrontation procedures (see Attachment 3) should constitute 
grounds for immediate termination of the proceedings. 

Possible Procedure in Case of Redefectlon 


If the defector executed a statement requesting U.S. asylum 
at the tliiit of his defection, every effort should be made during 

(and after) 
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(and after) a confrontation that leads to hi a redefection to 
have the defector execute a final statement in which ne declares 
that: a) the return to his country of origin, is of his own free 
will, without duress or coercion; (b) he war, not deprived of hie 
legal rights at any time while in U.S. custody; .and (c) lie re- 
gards his original request for U.S. asylum as being no longer 
valid. 


Problems Peculiar to West Ger 


Including Berlin 


In Germany, U.S. military commands are in direct contact 
with Soviet military missions and headquarters and are respon- 
sible for arranging confrontations cf military defectors. This 
instruction is not intended to alter existing arrangements in 
this regard. Posts in Germany, however, may wish to suggest 
such alterations, either through the channels of the Defector 
Committee (Germany) or directly to the Department, for con- 
sideration by the Interagency Defector Committee in Washington. 

This Instruction should be shown to all members of the 
local defector committee at each addressee post. 


Enclosures:'; 

1. The Kaznacheev CaBe 

2. Guidance for the Conduct of Confrontations 
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The Kaznacheev Caa. 1 . 

June 23, 1959i The Soviet Information Officer, Kaznacheev, 
vl sited the USIS Library in Rangoon and asked the Librarian If he 
could see an American Bnbasay official. The request was trans- 
mitted to CAS and a CAS representative came over from the Unbassy 
a few blocks away to interview him. Kaznacheev gave the officer 
a general account of himself and his motives and requested safe 
exit from Burma. A further meeting was arranged for 9-00 a. in. 
the next day (June 2k) and Kaznacheev returned to his home for 
the night. 

The case was discussed on the afternoon of June 23 with the 
local Defector Committee in Rangoon, the Ambassador and the USIS 
representative. The consensus was that Kaznacheev would be 
accepted as a defector subject to the establishment of bona fldes. 

June Kaznacheev appeared as scheduled at 9-00 a.m. and 

signed a simple asylum request. He was taken to the residence of 
tne Army Attache for preliminary interrogation and at 1.00 p.m. 
was transferred to the American Hnbassy. 

June 2k and 25 : Efforts were made to obtain Burmese per- 
mission to surface the defector Iocs Uy and remove him overtly 
from Burma. There were several- m ratings between US Bnbassy 
personnel and officials of the Government of Burma during this 
time. 


June 25 : With the Department's approval, CIA instructed 
GAS Rangoon that while surfacing in Burma would be preferable, 
if such were not possible, unilateral control of the case' should 
be maintained, including black removal to Bangkok. 
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In the afternoon o.f the 26th the foreign Office notified 
the Ambassador that the Soviet Bnbassy had inquired about 
Kaznacheev and had been informed that the latter was in the 
custody of the US Embassy. Later the same evening the Burmese 
Foreign Office notified the Ambassador that the Bunnese Govern- 
ment permission to remove Kaznacheev from the country bad been 
vi Lhdravn. 

Tne story vas released by the US Bnbassy to the local press 
and vire services at 8.00 pm. local time June 26th as the Embassy 
.was anxious to beat the Soviets on any news release. 

June 27: A press conference was held at the US Bnbassy. 
Kaznacheev was interviewed and pictures taken. 

Several meetings were held between US Embassy personnel and 
officials of the Bunnese Foreign Office and Military Intelligence 
wui.cn culminated in a meeting between the Ambassador and the 
Burmese Prime Minister, who discussed the legal aspects of the 
case. They agreed that, prior to being removed from Burma, 

Kaznacheev would be turned over to the Burmese Foreign Minister 
und tuus teclmlcally be in Burmese custody for a short while. 

He would then be asked whether he was acting of his own free will 
and offered Burmese asylum. ^ If he stated that he prefered asylum 
in the US, he would be returned to tne custody of the Bnbassy. 

Prior to turning him back to the US, the.Burmese would give the 
Soviet Ambassador an opportunity to speak to Kaznacheev in the 
presence of Bunnese officials. The US Ambassador accepted these 
conditions, but further stipulated that the American representa- 
tives must be present when the Soviet Ambassador spoke Vith 
Kaznacheev and that the conversation must be entirely in English. 


June 26: In the morning the Embassy received permission 
from the Gove rums nt of Burma to surface Kaznacheev the next day 
with the understanding that he was to be removed from Burma as 
soon as possible thereafter. The Air Attache made the necessary 
arrangements for air transportation out of Burma and a USAF C-130 
aircraft arrived in Rangoon on the afternoon of the 27th. 

At noon on June 26, the Ambassador called on the Burmese 
Foreign Minister to lnfom him of the circumstances and arrange- 
ments made through Burmese security and intelligence officials 
for tne safeguarding, surfacing, timing of publicity and removal 
of Kaznacheev by plane. The Foreign Minister had already been 
briefed on the case by Burmese sources. 

In the 
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June 29: Embassy officers introduced Kaznacheev to the US 
A.ioassador at 10. 15 a.m. The Ambassador took him to the Burmese 
National Defense College at noon where he met the Foreign Minister. 
Tne Ambassador left him there, returned to the Embassy (as a token 
gesture) and went back to the Defense College at 12.30 p.m. The 
Burmese talked to Kaznacheev for about four hours. The Soviet 
Annassador had been offered the opportunity to talk to Kaznacheev, 
but rejected it on grounds of insufficient time to obtain instruc- 
tions from Moscow. 

Tne US- Ambassador personally took Kaznacheev to the airport 
wuere lie left In the USAF plane at p.m. Burmese time 

(Details of the trip to the airport are given in Rangoon despatch 
No. 6 of July 2, 1959)* 

Seme weeks 
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Seme weeks later, the US Ambassador summarized the case 
as follows: 

"The Burmese correctly perceived that they needed access 
to Kaznacheev to ascertain the actual facts of the case and to 
protect themselves against criticism by the Soviet Snbassy. They 
had received allegations from the Soviet Embassy that Kaznacheev 
had been enticed, entrapped, or otherwise Improperly induced to 
go to the American Embassy. They needed to satisfy themselves 
that no Burmese law had been broken by Kaznacheev or by the 
Americans, that Kaznacheev had acted of his own volition, and 
that their responsibilities to the Soviet Embassy and its 
personnel had been properly discharged. 

‘My conclusion is that the Burmese foreign Office originally* 
was somewhat confused as to what constitutes diplomatic asylum an 
as to our intentions to give the Oovernne nt of Burma access to 
Kaznacheev. At first they erroneously felt that they could pro- 
perly treat him mare or less as a prisoner, even compelling him t 
face the Soviet Ambassador against his wishes, and without an 
American being present. They eventually abandoned this position 
under pressure from me, and fully recognized ills full rights as 
a free man under Burmese law. 

“This Embassy handled the case In accordance with standing 
instructions for the treatment of defector cases. It neither 
claimed nor exercised any privilege of extending diplomatic 
asylum and never maintained that Kaznacheev was exempt from 
Burmese Jurisdiction. The Snbassy in no wise departed from the 
American I iitlon against the use of its diplomatic missions 
for purpo~< s of diplomatic asylum.” 
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OUTDANCE FOR THE CONDUCT OF CONFRONTATIONS t/ITU DEFECTORS 

The confrontation usually begins b;- having an official 
of the local Foreign Ministry introduce the participants to 
each other. The Soviet Bloc representatives are entitled to 
ask tlie allowing types of questions: 

1. : it true that the defector has requested political 
asylum f. ...1 the U. 3. or the local government? 

2. Is this a voluntary act on his part? 

3. Does he realize the seriousness of his decision? Is 
he prepared to give up his family, his friends, ills rights and 
privileges, and to cut himself off from the life he has known? 

J *. Has he made any attempt to inform his relatives of his 
decision? 

5* Mill he accept communications from his relatives and 
friends? (If he agrees, the text of such communications may be 
read to -him.) Inspite of pleas by his associates to reconsider 
his decision, is he Btlll sure he wishes to defect? 

6. Is his health good? 

7. Is he employed? 

8. Has he applied for another citizenship? Has he 
surrendered his identity documents to local or U.3. authorities? 
(If so, these documents can later be claimed through normal 
channel 8 by the issuing government.) 

The confrontation should be terminated at once if' the Bloc 
representatives begin to use a language dich is not understood 
by the U.8. representatives or if any threats are made against 
the defector’s relatives or friends (or, of course, against 
Himself) . Tape recording of the confrontation should ntft he 
allowed in view of the ease with which the record might be 
falsified for propaganda and other purposes. 
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DEPARTMENT OF STATE 


suajFjorr Revision of 2 FAM 225.2: Restrictions on Extending 
^ Asylum. 


Attached is a revised text of 2 FAM.225.2 relating to 
"Restrictions on Extending. Asylum. " 

As can be 'seen from the retention of the 'first sentence 
of the previous 2 FAM 225.2, it remains the policy of thfe 
United States not to grant refuge in any except extraordinary 
cases. 

At the same, time experience has indicated that there ars 
cases, other than. those where an individual is in imminent 
danger of physical harm from mob violence, in which refuge 
should be granted. Illustrative of such cases are instances 
where imminent danger comes from wanton or reckless act3 of 
government authorities. In order to clarify the situation th 
insertion of "as" before "from mob violence" in the regulable 
explicitly renders the phrase Illustrative rather than 
apparently limiting. 

The grant of this authority does not of course mean that 
refuge should be granted to a person subject to regular and 
orderly legal procedures of the host government. You will 
recognize that any grant of refuge can be construed as an 
Interference with the sovereignty of the host, government. It 
is apparent, therefore, that you must exercise extreme cautic 
before invoking your discretion to grant refuge. 

Immediately upon granting refuge, the Embassy or Consuls 
should urgently contact the artment for instructions, 
giving all relevant information. Consulates in addition shoti 


UNCLASSIFIED 


/.' M : RLSsI .denvmror* 
- — 

ir~ !■; r . He eke r ■ FE/- 


EUR-Mr.Malii 


FOR DEPT USE ONLY 


wUw NEA- /0Mr . , ^ 

rFLHadsel ' <^jfRA- (4 


18 


ca-253 


UNCLASSIFIED 

- 2 - 

every effort to obtain ’the guidance of the Ambassador. Until 
■ ructLona are received from the Department, Embassies and 
.ulate3 should answer any queries from the refugee or the host 
■.‘iiment concerning the. refugee 1 s presence by -stating that they 
n/aiting instructions from Washington. 

Refuge will normally continue until such time as the 
•upriate autho •' les of the established national government give 
' factory . :;u ces that the 'refugee 1 s personal safety will be 
inteed again-, -awless or arbitrary actions and that he will be 
rued uue. process of law. Any questions as to. the satisfactory 
i-ucter of the assurances should be referred to the Department. 


BAIL, ACTING 


.rhnient : 

Revision of 2 FAM 225.2 


UNCLASSIFIED 


19 


ca-253 


UNCLASSIFIED 

•3- 


"Hestriotions on Extending Asylum. 

A.i a rule, a diplomatic or consular officer shall 
not extend asylum to persons outside of his offid al 
or pex’sonal household. Refuge may be afforded to 
uninvited persons who are in danger of serious harm, 
as from mob violence, but only for the period during 
which active danger continues. Refuge shall be terminated j 
on receipt of satisfactory assurances from the established ! 
national government that the refugee's personal safety 
is guaranteed against lawless or arbitrary actions and 
that he will be accorded due process of law." (2 FAM 225.2) 
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Confrontation in Defector Cases Involving Nationals of the 
USSR and the Communist Countries of Eastern Europe C£S 

CA-6120, January 2?, I960 
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fUMPIS 

“>1. The Department has recently conducted a thorough review of our 
confrontation policy regarding defectors from the Soviet Union and 
the Comniunist countries of Eastern Europe. Our purpose was to bring 
policy in line with the aims of serving legitimate intelligence 
objectives as well as protecting US citizens against involuntary 
detention in the countries concerned and avoiding unnecessary complin 
cations in our relations with those countries. 

2. The Department has reached a policy decision that in general the 
Governments of the USSR and the Communist countries of Eastern Europa 
will be notified of defections of their nationals to the United States 
and that arrangements will be made for confrontation of such defectors 
witn appropriate representatives of their own government if requested. 

3. Accordingly, all defectors from the areas concerned should be 

told immediately after they come under our control, in the US or c 

abroad, that their own government will in due course be informed of •- 
their defection and that they must agree to participate in a o * 
confrontation under appropriate safeguards if this should befcome 
necessary at some point during their processing. If a defector ^ ; 

rejects the principle of confrontation in advance, the Department^ 
wishes to be consulted before his continued processing under the -b 

US Defector Program. w 

GROUP 1 

Excluded from automatic downgrading 
and declassification 
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4 . If the Intelligence community considers that the circurstar.ces 
of a particular defection case are such that notification ana/or 
confrontation may Jeopardize intelligence objectives, the facts should 
be brought to the attention of the Department for -consideration in 
-eaching a decision. 

5- The Department recognizes that defection cases occurring abroad 
sometimes present sensitive problems of relations with third countries 
and that decisions regarding notice and confrontation in these situations 
must continue to be based on the facts of the particular case. In 
qertain instances, it may be necessary to defer any decision concerning 
notice and/or confrontation until, such time as the defector may enter 
the United States. However, when feasible, it would be desirable for 
posts to arrange confrontation or to encourage friendly host governments 
to do so before onward movement of the defector under US auspices. 

6. Under this general policy, the US Government will retain that measure 
of flexibility that may be considered desirable in some cases for 
humanitarian or ’-olitioal reasons and that may be required in other, cases 
tq serve irtelJ -nee interests. However, it is intended that the option 

on the qu^sLii notice and confrontation rest with the US Government, 

not the defector. 

7. It should be noted that this general policy is applicable only to 
defector cases processed under special procedures, not refugee type 
cases with which the intelligence community has no direct responsibility 
or. concern, 

8. This airgram, coordinated with IDC Washington, should be brought to 
the attention of all personnel concerned with the handling of defectors, 
including members of all local defector committees. 
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OPERATING PROCEDURES OF THE 
TEHRAN INTERAGENCY DEFECTOR COMMITTEE 


1. Authority, Authority for the establishment of local 

• V-- ratlDg 'proceSTuras la DC IS 4/2 CTHE DEFECTOR PROGRAM ABROAD),, 
''ms dob ament establishes broadly procedures for the i inducement . 
.vjmtleasDt, and further handling of defector's mid directs that 
-«ch local Interagency Defector Committee (herein alter referred 
•0 as Committee) prepare in detail supplemental procedures for 
a ling with such situations. The Tehran Conmi itt-r- shall can- 
iut of senior CAS official (chairman) , Embassy Security Officer 
oiltical Counselor, Defense Attache and a designated CfeS office 
1 -.. Secretary. 

2. Scope , These supplemental procod urea apply only io 
fee tor a or potential defectors from Soviet Orbit miss, ices in 

iron. They do not deal with the handling of CAS agents or 
pvrsoBS being -'eloped by CAS as agents; if a Soviet or 
■latellita official should become a CAS agent and remain In bis 
lob, he will be daalt with as an agent and not as a defector, 

'•11 an agent, he would not normally be the subject cf a CAS 
•port to the Committee. 

3. Notification . Meraberc cf the Committee vll'L, at their 
.-lie at convenience and again at sls-aonth intervals, inform 

• pi-opriate personnel of the various U S. Government agencies 
■eratlng in Iran of their individual responsibility to report 
<■ the appropriate Committee member immediately (a) any i.nci-lca- 
: oo that a Soviet or Satellite (be rein-after orbit') national 
.. defected or (b> any indication that an orbit national ia 
■(affected and might be considered for an induc' d defect ion 
•■(Tort or (c) any contacts they may have with ertii c it i. tens 
-leapt the moat casual meetings ©3 occasions of official enter- 
, ■lament. Specific responsibility for advising appropriate 
r M-sonael of other agencies in accordance with this paragraph 
"i established as follows; 

A. The Defense Attache in responsible for 
Insuring that appropriate personnel of 
ASMISH/MAAG, Geniaieh ore properly informed 

B. The Department of State representative to 
the Committee has identical responsibility 
for 05IA. 
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C. CAS will arrange with the Embassy Security 
Officer to have the Marine Guards aad Ap- 
propriate indigenous parucanel briefed on 
the above responsibilities to the extent 
that they nay he involved in the handling 
0:1 a Walk-In. 

4. . jnduaagont . If a member of the Committee is apprised 
of » cteSeotioa, potential defection or operationally interest#.* 
social or business contact, he will at once report the eituatic 
and eircaaatancea to the Chai.maa of the Coiawi ttee . Such a 
lead shall normally be regarced as operationally sensitive t 
and will remain a matter of bilateral concern between the 
reporting h 4 .S-.cy and CAS, in accordance with DCXS 6/1 , until 
determination has been made that long tern recruitment and/or 
abort tern defection in place is impossible. 

5. When such a situation (as described above in paragraph 

arises, the Chairman - subject to the conditions stated above - 
may call a lueotinrj of the Committee to determine (a) what asset 
the U„3. Gove .w .t has with which or through which it could 

attempt to ... a defection; <b) which member of the Go»Aitt4 

can most appi-., ntely and efficiently handle the cose; (c) vil\: 
approach should he taken; and <d) what offer might be made to 
the individual under consideration and the intermediaries, if 

nay. 

A. Vue member who it ie dote 'mined can beat 

handle tha case will £• a. do eo in close 1 

liaison with and under tbo operational 
guidance of the CAS Member. Both members 
v.-.ll report at agreed intervals to the 
Committee. 

B. The CAS representative will report to 
Washington in accordance with DCXS 4/2. 

5. Aecc'o'.ioa. The reception of any defector will no e. 2 is-- . 
airily varjTt/ith the circumstances surrounding his defect ion. 
Xu order to cope moat effectively with such situations, - 
separate docu-ent, PKCCHOOAE POE HANDUHG tMLK-XHS, has teen 
prepared and .>.e attached herewith as recommended operating 
procedure. I'm is doeuitont contains in detail the procedure for 
handling a Waik-lu or defector from the point he or aho enters 
the American Embassy until CAS has assumed responsibility for 
the defector's disposal. 


7. keifoo! ■ ;.lbi lit y^Tc ward the Host Government. Ho pro- 
aeditatei . /'Vuii?u“ccB 'b®'"5os:’iiS3T^o JESTSH# this problem. 
Each iii.-iivWaai case xust be reviewed according to the exist lag 
circus. ;.u<a;aa t.u «2 a d-ooieioa made as to the proper proeedares 
to bu to .(.lowed inssofar as the Boat Government la concerned. 
Consuqu'jut ly, vh Committee siust bo prepared to Via* each cuaa 
independently and to decide •.rhefber the dsfootor Shall be brougb 
to the i.i^enti'.n of the Eout Government. 

li. Inter® ..ancy defector Committee meetings will bo held 
giutrterviy to d ratals rout lii<s matters and procedures. Tboy can, 
however, .'we on < led at any time at the Initiative of any member 
to dlii.-.ctsa an v.riiwat matter. 
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SjX’.aUi'i.y , the Aiaerlcan Officer will attempt to put 
Subject At IiLj caaa; iai £it the u*ui tin* notify the Security 
Officer or tiia Kubut uy Duty Offitaer that a package baa cone in 
which regain.-c discussion. this will signal the Security Offio 
w the £uty Officer to notify CAS including the location of the 
Subject. 1 

'fo li --iiuatet i d &3ii& usyo e* .. Ait American Officer recipient 
of ii *cx..-l aphoii j""SST.r VrSiTc £ui>3«ct national known to hi* and 
tfoqusrSiuiaa .sno*iii(. at ijajw specific tine and place "on an 
xr&Jiu'k i.ua .luii.oata" Matter should: 

Ci> At leapt to set the rendezvous at a 
wtt'tiMaaht or other public mooting 
pit ca 1 . 1 . • relieved free any of the 
StKis* Bloc Off icial installations. 

AIlo the piece should be one 

ol the roecuusAded locations in Tehran, 

If t:t of which will be published as aa 
atiacbieabt so this instruction. 

I'tiwpt to not the time, on any pretext, 
at not loss than two hours later. 

(i>; Daring duty hours, report Immediately 
to Urn Subauuy Security Officer and 
a ■/t.it taut ruction*. During off-duty 
♦ui.oru toSify the Security Officer or 
t-vn- Baca my Duty it ic ar giving bin the 
dni.aili ns clear! - but securely as poa- 
iuo lat ter should lamed lately 
arifiago direct contact between the 
American Officer and CAS. 

Opovut ioual direction will pass to CAS. 

toa ■■■‘A ■ let If.tie a . 

it. 'ik.c Embassy Security Officer is responsible for 
brieii.ii; n.ir.: iiLStruoticn of the 'Sabassy receptionist, und of th« 
itirii.e CuartiJ. He vill injure tiiat the Embassy Duty Officer is 
ooga:.!t4t.b or the c -intent* of this aasorandua and of the identitj 

of nininr GUi tilfiian, 

ii. ‘in i.i Cbaiiul is responsible for briefing indigenous 

reewpti.-nisfctf ut the- Ccamiilate. 
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C. CA3 in responsible for the briefing of the Embassy 
Security Officer, who in turn will brief each new Embassy Duty 
Officer as to the identity of the CAS officials and where they 
any be contact-id during off-duty hours. 

,D. CAS is responsible for the management of a Subject 
after initial contact, and for all further arrangements . 
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I Chief , SB Division 

tacr RYBAT REDTOP 


:_1 Turning. Around itEDIGP.. Walk-ins 

ACIKJN ttOUlRIO • BlUKINCtS 


NO INOEXINC HOUIIED 
OMIT OllAUfKO OES* 
CAN JUDGE INDUING 


Jmicioeilm 


ACTION: Read and Retain for Reference 


1. In recent months a number of REDTOP nationals have 
walked into LNI3UZZ installations seeking political asylum. 

Most have eventually been processed as refugees or defectors 
and many of the latter have provided useful information. A 
substantial number have been persuaded to return to their 
homelands to work on our behalf and most of these are now 

of very great valufe as long-term in-place agents. In some 
cases, Stations have handled REDTOP walk-ins well; im, Jtkm, 
#jttremely valuable opportunities have b*en lost. These losses 
have generally leulted from misunderstandings in field Stations 
about WOMACE goa , priorities and capabilities and from diffi- 
culty in commune *cing with the walk-in. This dispatch and 
its attachments are designed to clarify our aims, to acquaint 
field Stations with BKHERALD abilities to exploit REDTOP walk-, 
ins, and to enable officers to obtain essential information 
from REDTOP nationals with whom they have no common language. 

2. Putting aside the question o.‘ LNBUZZ responsibilities 
for asylum seekers and for assistance to refugees, which have 
been covered elsewhere in dispatches and airgrams, 'SWu-ta** 
concerned only with individuals of intelligence- io l wwt . While 
defectors can and do provide critical information, there ere 
very few cases in which the same individual would not have 

been of greater value if he had returned to his post and 
remained in place, at least for a reasonable period, 
•turn-around" therefore should remain the fimei?' goal in 
handling a well-placed walk-in. In addition, normally 
with Headquarters guidance, *n attempt should sometimes 
made to turn around an individual who appears to be promising 
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agent material even if, at the moment, he does not enjoy „ 40 od 
access . If a young and per enable walk-in with strong moti- 
vation but Without i remedial •. apparent access should walk 
in, we arc prepared to guide and assist him in his career, 
running him in place until be develops the access we need. 
Most such walk-ins would qualify only as refugees, not 
defectors, which fact can b< used as an argument in favor 
of turning around. 


3. When we speak of turning the walk-in around to 
"work in place," we usually mean working in place after 
his return to his home country. Obviously, if a REDTOP 
official stationed in your area can be turned around, we 
would hope to exploit his position for intelligence purposes 
as long as he remains stationed outside REDTOP. Other than 
in exceptional Cases, however, our ultimate objective is to 
have the walk-in return to his home country and continue his 
agent relationship while working inside. 


4.. BKHERALD can and does run many resident agents 
inside the REDTOP countries. We have the capability to 
mount and support such operations over an indefinite period, 
and we are currently able to exfiltrate agents, in most cases 
with their families, from the REDTOP countries when it is 
time for them to leave. To enable us successfully to turn 
walk-ins into resident REDTOP agents, however, la- 
all BKHERALD officers who are likely- bo- 
persons should have some familiarity with our procedures; 
and it is equally essential that all field Stations have-on 
hand the operational tools to obtain information necessirrje~to 
Headquarters to enable us to recommend courses <rf action. In 
virtually all walk-in cases, the time available is extremely 
limited; unless the case officer obtains at least the minimum 
information necessary, unless Headquarters is notified imme- 
diately, and unless Headquarters can respond quickly with 
guidance, wo may find that time has robbed us of the opportunity 
to turn the walk-in around. Pield Stations must, therefore, 
ba. prepared to handle walk-in cases in which there no 

immediate opportunity of meeting again with the potential 
agent, as well as those in which planning may be somewhat 
more leisurely. 


5. General procedures used in "turn-arounds" are perhaps 
best illustrated by outlining how typical cases have been . 
handled recently when time available is relatively limited: 

a. In the initial meeting the individual is 
debriefed by the Station or Base as to his gifitMres, 
for biographic data and for necessary . If time 
permits, additional questions relating to areas of . 
particular Station or Base interest could be included 
in this or. subsequent debriefings prior to his departure. 


b. Headquarters is informed of the situati on . 
and provided with all pertinent details by d— m fljf i 
om Flash cable precedence. In this respect a series 

of short cables will frequently be more efficient 

than one, more lengthy, cable. 

c. Headquarters responds with guidance for both 

the Station or Base and the walk-in, including assignment 
of a particular SW receiving system. The walk-in is 
instructed in recovery of this SW system and an SW 
indicator is established. The walk-in is then told 
to return to his country and expect a letter (mailed 
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securely in I; i < . n country by a BKHERALD officer) 
containing .in SW cssape with instructions approxi- 
mately two jo t ): e months after his return. 

d . Ilcndqin , 'rs then assembles a package 
containing covert • onmunications materials, 
reporting rcquire:> • ;it s and other instructions, 
which is dcaddropp'Mi or otherwise securely 
delivered to the a} nt in his homeland. 

e. An SW message 'is subsequently mailed 
internally to the w ilk-in giving him directions 
on how to retrieve ( he ops package. 

6. The precise operational planning will vary, of course, 
with the situation; e.g.. are the identity and access of the 
walk-in established, or is he an unknown quantity? Is this 
a crash operation in which our time with the walk-in is 
severely limited, or is r hcre sufficient time to evolve a 
more sophisticated and efficient operational plan? The 
answers to these questions will help determine such questions 
as whether to handle him initially via indirect, non-personal 
communications, or whether to move him immediately into a 
communications plan involving more risky commitment of our 
REDTOP area staffers. Ii time permits and the replies to 
our questions so indicate , some turn-arounds may even be 
issued materials for preparing SW messages before they return 
to their homeland. 



7. The most important single requirement to- keep -in 
mind in the crash situation is that we must have tTffi wffTl^lTt’s 
mailing address in his homeland. By that we mean an address 
at which he can securely receive internally posted mail; i.e., 
mail posted within his country. This might be his home address 
or the address of a friend or relative who would not be made 
suspicious by the arrival of mail for hijn. The most efficient 
method of acquiring this information is to have him address 
a sample envelope to himself in his own language, assuring 
him that this is merely an exemplar which will not itself be 
used. We also need to establish with the walk-in an SW 
indicator, perhaps a name or a phrase within the body of the 
open text, which will tell him that the letter contains SW. 

In its initial response, Headquarters will normally indicate if 
SW is authorized, and which of the SW receiving systems is to be 
issued. 1ft there is insufficient- time ’fot — m n dt m tftw wi th 


R&Adquarters, do not hesitate to issue the twrehnytmater - 
developed system to any promising walk-in" Under such cir- 
cumstances, should a walk-in not be willing to accept either 


of these two systems, or if for any other reason they are not 
suitable, the station may alyd 1 isstre OTO f' i eceiving 

system without prior approval from Headquarters. 

8. In the case of the walk-in where circumstances give 
Headquarters more time to provide guidance and expertise, the 
handling will be somewhat different. If we have enough time 
and the individual has sufficient promise, we will probably 
dispatch a staff officer experienced in the communications 
systems we use in the REDTOP area to train him directly for 
these highly disciplined communications. In this case, we 
might do away completely with the initial letter mailed inside 
the REDTOP area to the agent and put him directly on personal 
communications. Where we have enough time, but are dealing 
with an unknown quantity, we would probably be inclined to 
take that time to probe his motivations and his suitability 
as agent material. This could be done through cabled communi- 
cations with Headquarters, or might be handled through a 
dispatch of a TDY officer from Headquarters. 

— — — — - j CLAkilPiCATldM 
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nd loss hurried sitti.it nui:. , 
of j quest ionnai 1 1 > i> i'ngli: 

A walk-in >hou J i >' .i -l.C'l 
l. ; s own handwrit it . , print In, 

A transliteration anlc tv 1.. 
Ck POLAR, VS YOKE aiu. YKBANl- ai 
reporting in lus native langi- 
If desired, cables can be kc> 
by referring to this Dispute), 
into two Section:'.. Section 1 
situation, status and biograp 
ou s i c 01 information which w id- 
eations planning. If time is 
asked to fill out Section II 
completed and Headquarters ha 
proceed. In promising situat> 
short, stations are authorize 
their own initiatives. The v 
that all necessary i nf orma t io • 
not fluent in the walk-in's n. 
assures that the most pcrtinc: 
if the available time is limit 
walk-in providing written ansi 
and inaccuracies are consider.' 


debriefing in both the crash 
attachment "A" contains copies 
.ini the various REDTOP languages, 
•i.iplete this questionnaire in 
the answers in capital letters, 
in letters is provided for the 
-.abets to allow accurate cabled 
'x of an individual '5 responses, 
i to the attachment's numeration, 
The questionnaire is divided 
relates to the walk-in's current 
tc history. Section II requests 
Id assist in clandestine communi- 
ivailable, the walk-in should be 
ily after Section I had been 
authorized the Station to 
ms, however, where time is 
to proceed with Section II on 
l nc of these questionnaires is 
may be obtained by an officer 
-ive language. Further, it 
■ questions will be asked even 
od and that, by virtue of the 
nrs to the questions, ambiguities 
My reduced. 


10. Attachment "B" contains forms in English and the 
REDTOP languages. to assist in the establishment of communi- 
cation with the walk-in. Jnc.uded are questions concerning 
the individual's mailing address in his homeland and the type 

of mail he receives there, thi establishment of an SW indicator, 
sets of instructions for the development or reading of several 
different agent SW receiving .w it ems (including microdot) which 
do not require a specific developer, and SW carbon writing 
instructions. The agent-receiving instructions are accompanied 
by exemplars of developed messages and prepared messages which 
will enable the walk-in to practice developing if time and 
circumstances permit. Microdor. receiving instructions include 
bullet lenses and exemplars of buried microdots. Practice SW 
carbons are provided with the SW carbon writing instructions. 

The foreign language versions aie provided in two fprms : on 
standard stationery, and in reduced printing on water soluble 
paper. The latter may be given the walk-in for subsequent 
study at his leisure; however, in no instance should he attempt 
to return to his country with these instructions. 

11. The Attachment "B" iiistruc tions are more detailed 
than the standard WOLOCK forms intended for use primarily in 
conjunction with actual training by an SW technician. These 
expanded versions presuppose situations in which the attending 
case officer can provide little or no instructional assistance 
to the walk-in. However, it should be clearly understood 
that while these instructions are as comprehensive as possible 
their use cannot approach the effectiveness of training by a 
qualified SW instructor. In most cases where time and cir- 
cumstances permit, wc would prefer that a WOLOCK technician 

be called in to train the individual. By the same token. 

Chiefs of Station or Base should avail themselves of the 
opportunity, When a WOLOCK/CCB technician visits, to hav#"«T$e 
officers thoroughly trained in the use of the systems provided 
so that they can competently perform training if the need 
arises. As a minimum, all officers who might handle a" viH1p-4n 
should experiment with exemplars provided in Attac hmen t- **>'* . 
Additional copies for this purpose will be provided on request* 
All field operations officers should be completely familiar 
with these basic techniques. 


SECRET RYB/VT 


31 


CLASSIFICATION 


DliFATCM »TM*OL ANO NUMIKft 

:CRHT RYBAT } Boo k Dispatch 873 

IMgfc 5 


12. Analysis of R1DT0P walk-ins in recent years clearly 
indicates that KHUTOR services have am toon using sophistic a' 
and serious walk-ins as a provocation technique. itowev*s*» 

of provocation lias buua more responsible for bad handling’ ef 
walk-ins than any other cause. We have concluded that we do 
ourselves a real dis: orvice if we shy away from promising 
cases because of fear of provocation. We are willing to run 
any apparently useful case for a reasonable period and can do 
so in such a way that little or no harm will be done if the 
case should turn out to be controlled. We are confident 
that we are capable ot determining whether or not a producing 
agent is supplying bona fide information. 

13. A legal matter involving "turn-around" inducement 
requires special comment. Many walk-ins and defectors appear 
to be adamant in their insistence on guaranteed resettlement 
in WODUAL; Stations are not authorized to make such promises 
on their own; and Headquarters is traditionally reluctant to 
grant such authority. In fact this problem is more apparent 
than real. An agent who serves us loyally "inside" for a 
reasonable period of time (normally several years) will 
obviously be well taken care of when he wishes to "retire" 
and competent field operations officers will normally be 
able to make this clear without specific promise of 
resettlement in WODUAL. "The West" or "a friendly country" 
are acceptable. As a last resort, however. Headquarters will 
consider making a commitment to WODUAL resettlement when a 
walk-in's value appears to justify it. However, Stations 
should make every possible effort to turn around all walk-ins 
without such a commitment. 

14. One final problem which has caused some difficulty 
is the fact that traffic relating to a walk-in is not always 
received by interested Headquarters elements on a timely 
basis. To expedite handling, as well as to insure security, 
dable traffic should be slugged “RTBAT Ft AB H O WA W* ' a ttil * w — t 
by at least Immediate precedence. Use of a higher precedence 
may be dictated by time considerations. At least during th e 
initial exchanges, the cable should not cox ry. -.the . S J JABTTMB 
indicator nor should there be- any forme! tneolyewentr-erith 
WON I C It until approved by Headquarters. The PLAERONAUT slug 
will usually be used at least until all reasonable hope of 
turn-around is abandoned. 

Robert P. TACEY 

Attachments : 

As stated 
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IRSTRUC ION REGARDING WALK-INS 


This memo covers the responsibilities of Station personnel In the 
rvent we are confronted witn a Walkrln from the Soviet Union, Eastern 
lurope, China, North Vietnam, North Korea, Cuba or hard-target countries 
iuch as Iraq or Syria. As you are most probably aware, Walk-Ins, es- 
pecially in the Soviet field, have provided the Agency with some of Its 
•ost substantive and critical information. In the Soviet Bloc Division 1 * 
experience with Soviet and Eastern European Walk-Ins outside the Bloc, 
there is no evidence that the KGB or GRU has used this device to run 
Wangles or to attempt to surface Agency personnel and methods. The point 
is that Walk-Ins from these countries are generally legitimate and should 
te treated as such until proven otherwise. Professional judgement and 
handling will, of course, always be required. Please note that the Walk- 
In is just that and not a defector, no matter what he might say to you or 
what he feels his status is. Keep this In mind so that recruitment or 
turn-around is not foreclosed by automatically assenting to his statement 
that he is a defector. 

Most likely you will be notified by either the Marine Guard, Duty 
officer or Embassy Security Officer of the presence of a Walk-In on the 
Imbassy or Consulate grounds. It is also conceivable that USIS or 
IRMISH/MAAG could be the point of contact. These officers have been 
instructed to notify us of the arrival of a possible Walk-In with the 
words "I have a message from Mr. MAYDAY" as well as the location of Mr. 
MAYDAY". The Marine Guards have also been told to notify COS, D/COS 
ur Chief, Branch I. If none of these Individuals is available, then 
he Is to notify an tatlon Officer he knows. In all likelihood, by 
thetime you arrive at the Embassy or Consulate, the Walk-In will be 
waiting with the Marine Guard or will be In the Embassy Library. You 
ray then escort the individual to Room 113 in the Embassy (C/Branch J‘* 
cover office) or Room *•# in the Consulate, both of which have been 

fc/e*/ 
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designated as secure ei ough for the Initial debriefings. If, after meetlni 
with the Walk-In, you ;etermine that you and he have no cornnon language, 
we have language mate ial in the various Bloc, Russian and Chinese languagi 
which Includes the ii itial greeting In the Individual's native tongue, 
debriefing material, and political asylum requests (these packets are kept 
In Chief, Branch I's fe In the top drawer and In DCOS' safe.) We also 

have a list of the 1 1 Embassy officials who have language capabilities 

related to our needs 

Obviously one can not predict nor list all the various difficulties 
and problems you mighi confront in your dealings with a Walk-In, such as 
the method used by whl n he contacts you or his mental and physlclal 
condition at the time' he walks in. However, f'e attached list will give 
you some guidelines and represents the minimal data you must acquire from 
the Walk-In, 

A primary objective of the Station Is recruitment In-place even If 
It is for a short period of time. This objective would pertain If the 
Walk-In Is an intelligence officer or If he can be useful to the Agenqy 
as a source of information. Therefore: 

A. Urge him to return to his Embassy or office (If he Is a PCS 
Official). A useful justification Is that you need time to 
move him out of the country. If he Is agreeable, give him 
re-contact Instructions (including time, meeting site and 
alternates) and specific requirements he should fulfill for 
the next meeting. Every officer should be thinking of a 
secure area or site for this specific eventuality. 

B. If he agrees to working In-place but Is here TOY and will 
soon be moving on, the following are Imperative : 

1) Determine his address In his homeland where he can receive 
mail and have him address an envelope himself * 

4o be \-eJL ,'n nu C£u;n+vw-, 

2) Establish with the Walk-In an SW indicator, perhaps a name 
or phrase within the body of the open text of the letter 
which will tell him that the letter contains SW. 
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He must also be informed as to the method used In developing 
SW (scorch or water developed system Instructions are 
attached). If there Is insufficient time for consulatlons 
with Headquarters regarding SW Issuance, do not hesitate to 
qive scorch or water developed system Instructions to any 




n. 


4) Determine if he has American or Western friends or relatives 
with whom he corresponds In the West or any friends or 
relatives traveling In the West or who are likely to travel, 

If he does not agree to work in-place or circumstances preclude the 
possibility of this, place him in an area where locals do not have 
access until a determination can be made of his case (possibilities 
include the small room with toilet facilities next to the photo lab 
on the Embassy compound or as a last resort, one of the Embassy 
apartments). The Walk-In must have a Station officer with him at 
all times. 

Send immediate cable to Headquarters with all pertinent data. If 
the Walk-In Is from a local Embassy, check to see If Station has 
a 20V file and If so, forward information from It to Headquarters. 
Follow this up with whatever information becomes available from 
the debriefing. 

If the Walk-In does want to defect, you cannot promise him anything 
but you can assure him that his case will be sympathetically 
handled. You should at that time obtain a asylum request from him, 
preferably In his own words and handwriting (the outline of these 
requests in the various languages are available In the Chief, 

Branch I's safe and DCOS' safe). 

If the Walk-In falls under defector status, Is an Intelligence 
officer or of specific Interest to Headquarters we may prepare 
to move him out of the country as soon as Is possible. If the 
Walk-In does not fit this status and can not be used opera- 
tionally, the Embassy Defector Committee will be convened at 
COS direction to determine whether to grant defector status. 

If the walk-In i s an intelligence officer or can be used 
operationally , ie Defector committee will not be convened 
or informed. 
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INSTRUCTIONS FOR USE OF A SECRET WRITING (SW) CARBON 


(READ THESE INSTRUCTIONS VERY CAREFULLY) 

1. The Secret Writing (SW) Carbon 

A secret writing (SW) carbon appears to be ordinary writing paper. However, this sp< 
paper works exactly like a carbon paper used in a typewriter in that under the pressure 
pencil, an invisible ink is transferred from the carbon to the paper on which it rests. There 
four main differences between the typewriter carbon and the SW carbon: 1) the special ini 
the SW carbon is invisible and there is only a very small amount of it, 2) both sides of the 
carbon are impregnated with this special ink so you may use either side, 3) with proper sto 
and careful handling, the SW carbon can be used for as many as 30 messages, and 4) only we 
be able to read what you have written. By using this SW carbon to write messages, you will 1 
a very secure means of communicating with us. 

You must ensure that the SW carbon does not become soiled or confused with other pi 
of paper. When you handle the carbon, be sure that your hands are clean and hold it only 

the edges. Store the carbon in a safe place where you can find it and where it will not becc 

dirtied. To more easily recognize the carbon, you might write something innocent such as sn 

notes, telephone numbers, addresses, etc., on one side of it. ‘ 

2. Preparation of the Open Letter 

Almost any normal writing stationery on which you would consider writing a personal le' 
can be used. The best type is the white non-glazed variety which is neither too thick nor too tl 

Place the sheet of paper on which you will write the letter on a clean surface. With a cl 
soft cloth such as a handk< hief, gently wipe the paper from left to right across the paper raak 
overlapping wipes until yoi have completely wiped the paper left to right from the top to 
bottom. Then rotate the paper 90° and wipe in the same manner. Continue wiping and rotal 
the paper until it has been completely wiped in all four directions. Then turn the paper o 
and wipe the back of the sheet in the same way. This wiping will raise the paper fibres and m 
the paper more receptive to the secret ink. 

Compose a letter similar jn style and form to that of my letter you would write to a relai 
or friend. This letter should only concern affairs whi :h would be of no interest to outriders 
should not contain topics which would arouse the curiosity or suspicion on the part of any 
who might read the letter. However, the letter must be of substance. The best way to judge whet 
or not the letter you have written is good is to ask yourself, “Is this letter worth the postage 
send it? ” If the answer is “yes” it is a good letter. Write the letter with a ballpoint pen on a cU 
soft surface such as a writing pad. 

IMPORTANT 

A. Do not write about anything in the letter which would identify you as the sender. 

B. Do not sign your real name. Instead use a fictitious name and continue to use the si 
fictitious name on all future letters to the same address. 

C. Do not use a return name or address on the envelope. 

D. Do not mail the letter in the same postal district or zone that you normally send 
receive mail. 

E. Do not mail the letter in a post office. Instead use a street mailbox, preferably at a t 
when no one else can see you do it. 

3. Preparation of the Secret Message 

Wash your hands thoroughly before beginning. You are to write your secret message < 
across the front of the letter in the same direction as the visible text. The visible text will 
interfere with our reading the message. 


The; writing of the SW message must be done in the following manner (please note the cor- 
^ponding illustration): 

A. Place a piece of clean white paper (A) on a clean hard surface (preferably glass). 

B. Place the letter (B) on this paper with the front side facing up. 

CL Place the SW carbon (C) on the letter. If you have written anything on one side of the 
•W carbon to disguise it, be sure 4 > place the clean side of the carbon without writing against 
the letter. 

D. On top of the carbon place one more piece of clean white paper (D). This is the sheet pn 
which you will write. 

E. Align (trim up) all four pieces of paper along the bottom and along the left hand side. 
I'reyent the pieces of paper from moving while you are writing the message by lightly pressing 
*l»wn in the margins of the paper. Do not press down in the area in which you will write the 
•rcret message. 

F. For writing, use a blunt pencil with a medium soft lead (a pencil with a hard lead will 
•five noticeable impressions). While writing the SW message do no press down with such force 
that you will make impressions on the letter. Use a firm, uniform pressure. Leave a margin of 
•bout 2 cm on all sides. The SW message should be written in block letters about 5 mm high. 
In place of a period, make a small “X” where the period would normally be. If a word is par- 
Ucularly important, such as a name or number, you should write it twice. Write it the first time 
followed by the word “REPEAT” then write it a second time. At the end of the SW message, write 
END”. 

G. After finishing the SW message, destroy the top sheet of paper (D) and conceal the SW 
■ rbon (C) in a secure place for future use. Very carefully inspect both sides of the letter (B) 

for any impressions from the writing of the SW message. To do this, hold the letter above eye 
i«?vel at an angle to a light (please note the corresponding illustration) and rotate the letter slightly 
'rom aide to side and up and down. If you find impressions of the SW message, you must destroy 
dua letter and begin again using lighter pressure. 

H. Since you must destroy any letters on which you make visible impressions when writing 
die secret message, before writing each message please practice in the following manner: assemble 
' »ur sheets of paper as shown in the illustration, but instead of using an actual letter and the SW 
•rbon, use clean sheets of paper. Write a sentence exactly as you would when preparing a secret 
i^ssage but with lighter pressure, then another with slightly heavier pressure. Continue to write 

« iitences, increasing the pressure with each. Examine sheet “B” in the light You should use the 
vaviest pressure possible which does not leave impressions. This is because the SW carbon is 
» mewhat less sensitive than the normal typewriter carbon. 

I. When you are completely satisfied that there are no impressions of the pencil writing on 
l|, e actual letter, again wash your hands and then carefully fold the letter in the normal fashion 
•od put it into an envelope. You must be careful not to directly touch any portion of the letter 

hich contains the secret message with your fingers or the secret writing might smear. You 
"*»y place a clean piece of paper between your fingers and the secret message when folding the 
•'’iter, but do not accidentally enclose this blank piece of paper in the envelope. 

i Precautionary Measures 

A. Never put the open letter in contact with the SW carbon until you are ready to write the 
*• tual secret message. Handle the SW carbon and the letters only by the edges and do not fold 
f>r handle them unnecessarily. 

B. Do not make corrections or try to erase mistakes in : he SW message. Instead write “MIS- 
I'AKE” after the incorrect word and then write the corro. t word. 

C. Prepare a complete draft of your message in exactly 'he same format as the secret message, 
lu this way you will be able to make any necessary com c lions in advance, before writing the 
n tual secret message. Also, by having a draft to copy from you will be able to pay more atten- 
tion to your writing technique and thus make no mistakes 


36 


37 



DEVELOPMENT OF SECRET MESSAGES WITH WATER 


The secret messages we will send you will be on the back side of the letter and written ] 
right angles to the open text. This message will contain additional instructions for you. 

Development of the secret messages can be accomplished in number of ways. The most pri| 
tical is to place the letter in a clean tray free of soap, oil or grease of ordinary water until 
message appears as transparent letters on an opaque background. If the letter is left in the waj 
for too long a time the secret message will become blurred. Remove it from the water as so 
as the secret message is completely legible. Place it face up on a clean piece of white paper ] 
read the message. 

Messages developed with ordinary water are legible only while wet and will disappear as I 
paper dries. However, the messages can be redeveloped a minimum of four times without 
of legibility. 

If fountain pen ink is added to the water in the tray, the developed secret message will 
permanent and not fade when the paper has dried. In this case the secret message will appear j 
dark letters on a lighter background. 

After you have read the secret message and made necessary notes, be sure to destroy ] 
completely. 

PRECAUTION: Wet paper tears very easily. Exercise great care when handling the 
message. 


DEVELOPMENT OF SECRET MESSAGES BY SCORCH 

The secret messages we will send you will be repeated at least once. The front and back side 
jf the letter will each have at least one copy of the entire secret message. Thus you will have 
nt least two chances to read the entire message if you encounter any difficulty. The secret message 
will be at right angles to the open ext It will contain additional instructions for you. 

The secret message will develop slowly under the influence of high heat. The message will 
ilarken faster than the paper background. Heating must be continued until the message is com- 
pletely legible Suggested techniques are as follows: 

1. Do not use direct flames as the source of heat because of the danger of the paper igniting. 
If a gas stove is to be used, it is suggested that a clean frying pan be placed over the open flame 
to provide a surface similar to a hot plate. The message can probably be most easily developed over 
an electric hot plate or stove. When the unit is at its hottest, the message sheet should be held 
above the heating surface until the paper lurns brown and the message appears. 

2. A flat iron or an electric iron may also be used conveniently as the source of heat. In this 
case the message is pressed with a very hot iron. The iron should be moved very slowly back 
and forth over the message sheet until the secret writing appears. 

After you have read the secret message and made necessary notes, be sure to completely 
destroy it. 



SECRET COMMUNICATIONS 


About two to thtvi* months .1 tor you return to your country you will receive a letter writt( 
in your native language mailed v Thin your country. Please write your mailing address in t)| 
space below in the same manner m you would address an envelope to you. 


What kinds of letter or written material can you normally receive at this mailing address? 


This letter will have an indicator which means that the letter contains a secret message j 
you. The indicator could be the narm* of the person who signs the letter, a phrase or senten 
in the text of the letter, the way in which the letter is dated, etc. The indicator must be somethii 
that you can easily remember and recognize but which would be innocent to anyone else w| 
might read it. Please write the indicator you want to use for this purpose in the space belo 


CEKl’l THblE COOL.IUK.UHfl 


UJlU T{>M Mivjllia ilMiVii- Turn KctK U,T ncpiiCTCCb li CoBOTCKMH CoK>3, Bbl IIOJiyHMTe HanHCaH- 
ihh* iio-pvcv Kir mu i.m.j 1 1* ic.'i-Tf 11 1< K" in Mu. > i.i .1 . rio>Ka;iyiicTa, nan.MUiMre b AantioM BHM 3 y Mecre Bam 
1 1iMu1.nl 1 a •'! 1 < >isl»ili a.'ipi-c 


Kukiii' imci.Mii 11 111 iiamicaHHue wai i-.majibi Moxtere-AH Bu HOpMajibHO nojiynaTb no 3 T 0 My 

uApecy? 


B otum notviaimuM in Mockum uik i>m» oy^eT ash MHAdKarop ob-bHCHaioiMuii BaM hto b hcm 
naxuAuroi ceKpeiiioo t-uoCmemic aah Bai 3 thm MHAMKaropoM MoweT 6biTb hah mmh HejioBeKa 
iiuAiUK'i.iuiiJoiuero iiucl.mo, hjih cjipaia n.-ir Hbipaxcemte a Texcre rmcbMa, m.t.a. 3 tot hhamk 3 top 
aoA/Kch fti.rrb AtTK'i jaiinMiii H it yjttau Bumm, ho TaKHte AOAjneH 6biTb He oOpamajoinuM Ha ce6« 
muiMaumi imam 6u Kiu-imoy;ib Apyroii Mirra tj ero. IloxcajiyHCTa, n peA a ojk bTe b ashhom BHM 3y Mecre 

UHAHKarop KO l'OpbiM Mbl MO l AH Obi IlOAb30Ba TbCH B IlMCbMUX K BaM. 


S-E-C-R-E-T 


WALK-IN CHECK LIST 


1. Determine full name, including patronymic (Note: If Walk-In is 
initially reluctant to give name, come back to it after estab- 
lishing some rapport] . 

2. Date, place of birth; immediate family - names, DPOB. 

■ 3. His exact posit n. 

i 

* 4. Local address and telephone number. 

5. Address and telephone number in native country. 

6. Obtain any documents or identification papers he might have with 
him in order to determine bona fides (phctograph if possible], 

7. How long can he remain before he will be missed. 

U 

8. Determine if he is an Intelligence Officer. If so, determine 
his alias, basic information on the residency, knowledge of 
operations against American target in area and elsewhere, other 
Intelligence Officers and Agents in the area and elsewhere. 

9. Debrief him for indications intelligence: early warning infor- 
mation on inminent hostilities against the U.S., its installations, 
and Allies. 

10. Determine membership in Communist Party. 


S-E-C-R-E-T 
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S-E-C-R-E-T 


11. Determine exact motivation for coming to us: asylun, working- 
in place, assistance, protection, or in fact is he here for 
some completely innocent purpose? 

12. Determine if he has told anyone of his plans for coming to us, 
whether his family is with him, and whether he has made any 
such approaches elsewhere. 

13. If Walk-In is a PCS Intelligence Officer or government official, 
aim immediately for recruitment- in-place, and urge him to return 
to his Embassy or office (a useful justification is that the USG 
needs time to decide his case or to move him out of the country] . 
If he is agreeable to recruitment- in-place, provide requirements. 

14. If Walk-In is TDKer and agrees to working-in-place: 

(a) have him print his address in his homeland 
where he can receive mail, and then have 
him address an envelope himself ; 

(b) establish an SW indicator (name or phrase]; 

(c) issue and explain carefully scorch or water- 
developed SW system, and explain that a letter 
with further instructions in SW will be mailed 
to him from inside his country; 

(d) determine if he has any American or Western 
friends/relatives living or travelling in 
the West now or in the future, and whether 
he knows anyone in the West who can vouch 
for him. 


S-E-C-R-E-T 

- 2 - 
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S-E-C-R-E-T 


15. Re-contact: 

(a) For asylum- seekers: return to Bnbassy in 2 day's time, 
if possible; if not, arrange outside meeting. 

Cb) For recruitment- in-place: arrange outside meeting in 
public place (site, date, time, alternates, and 
recognition signals). 

(c) For TDler: atteiipt to arrange outside meeting- in-place. 

16. Description: height, weight, apparent age, eyes, hair, 
complexion, teeth, clothes, posture, speech. 

17. Money: if Walk-In is in need of money, issue a reasonable 
amount for sustenance until re-contact. 


S-E-C-R-E-T 

-3- 
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The information that you provide about yourself on this questionnaire will be seen only 
«■> appropriate U S. Government officials and will be handled most discreetly as confidential 
.formation 

At this time inoiv officer piesent who speaks your language fluently. Please show any 
loouments you have with you which would establish your identity to the person who has given you. 
hcse instructions. This person may wish to keep your documents for a short time for the usual 
verification, but they will be returned to you before yt leave today. 

Please write (in numbers) the time you must leave here today: hrs. If it is poa* 

•<ble for you to come here again, give in numbers, the date and time you expect to return here; 

Please fill out the following questionnaire so that we may be able to better assist you. Please 
print your answers in capital letters. If you need more space, write on the back of the page 
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IU. To whom do you wish to speak and . hat is it that you wish to discuss? How may we help you? 


SECTION I 

1. Your full name: 

2. Place and date of huih: 

3. Citizenship: 

4. Occupation: 

5. Complete permanent address and home telephone number: 


6. What is your address in the city/country where we now are? 


7. If it i* necessary' for us to contact you during the next few days, how can this be done? 


8. If you travelling, when will you leave this city? Give dates and places you plan to visit ne^ 
When do you plan to return to your country? 


9. What languages do you • k, read and write? Please list your languages in order of fluencyj 
your most fluent hist, > >> r least fluent last: 


Give the full mum . :.d .uldress o' our place of work. Explain the functions, production of the 
enterprise, and its subordination : relationship to higher organizations. 


Describe your current work. WK.-t is your job title? Who is the head of your enterprise/plant/ 
ministry? 


In your work do you have access to secret information or documents? If so, what? Describe any 
access you have had to secret information before your present job. 


Briefly, what is the level of your education and in what field? 


If you have had military service during the past 10 years, give rank, branch of service, unit 
designation and duties performed. 


Are you a member of a Communist Party or related organisation? Give dates of membership 
and positions held. 


17. If you have oyer worked for or had an\ contacts with any intelligence service, describe circi 
stances, dates, names of persons and places, and the exact nature of activity. 


/ 

18. What is your present status? Are you travelling as a tourist alone or in a group? Are you on « 
official trip? If you have a passport for foreign travel, what visa or travel permits do you h*\ 
and for what period of time and countries are they valid? 


Id. Are any members of yo* amily with you in this country? If so, give names, dates pf birth 
relationship to you. 



Oti’lrJlCHKHUK (6e3 nepcBOAHMxa) 


TV eii« Aviiii:. o teiu*. Koi.'pi.it* iu.i 00614111. hu iipnjiojKeHHoii 3Aecb aHKeTe 6yayT noKaganu 
i ibKo y.\ucnt!.!:.! ,v ia:uuc . l»im .huium a npa uuTejibCTBe CoeAHHeHHbix IlIiaToa m c sthmm cae- 
iP-nmiMii oOp.u»u.TbuM niujOaico ocMOTpuTOJibiio xaK nofloGaeT ceKpexHMM caeAeHmm. 

11 AainiMti mu uro i it > c hot 3Aecb c.'iyscautMX KOTopue roBopmm 6 m na sauieM aauKe 
uiuOoaho. llo.Ka iyni ra, . .uincHTe nee HMciomHecji y sac AoxyMeHTM KOTopue yAocroBepat 
suuiy jiMHiiocTb HejioiicKy Koxopbiit Aaji naM 3 to oOiiSCHetiHe. Oh, bo3moxcho aaAepacirr b&ukm 

I tKVMOHTbl lia KOpOTKOO tlpCMH AJIH oOUHHOM UpOBCpKM MX AOCTOBepHOCTH, HO OHM OyAyT B03Bpa>* 

u;e>ibi bom ao uumero yxoAa orcioAa, coioahh 

HoKaAyikra, numuuHTe uuc|>paMM BpeMH b xoTopoe bu aojokhm yMTM otcioah, ceroAHa: 

T — ■ H. ECJIM A-’IH Bat* OyABT B03M0XOIUM npMHTH CIOAB OIUlTb, TO HanHlUHTe UM(J>paMM 

Aaxy m BpcMji Koi*Aa ou cMoxterc 3 to cACJiaTb: 

rioxcanyMCTa,’ jaiiujinme npiuioxteiiHyx) 3Aecb awKCTy, mto6w mm CMOrjjM Aynxiie noMosb 
naM h nojKUJryifcra, rnitniiTe ne'iuTiiMMii OyneaMH (6ea 3arjiauHbix). Ecjim Ban noHaAoOwTCJi 6ojibiue 
aecTa ajhi iihcuhmm, to ucnoAbaytiTe obopoTityio cropOHy CTpatfliHbl. 


Russian — Basic Questionnaire, Part I 
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1. MmH, OTHecTBO, m 4xiMHAnn: 

2. MecTO m Aura pojkaohhh: 

' 3 . rpajKAaHC’ieo: 

4. ripcxJjeccmi/^aHHTiie: 

5. riojiHaiii AOMamHL.ui a^pec m HOMep Tene<J>oHa: 

6. Baui aApec b 3tom ropo^e ham b 3TOii crpaHe: 


7. Ecam 6yAer aeo6xoAHMo CBaaaTbca c bemm b fouatcaftaiKe hockoabko ah eft, uuc uocaurcr 

CAeJiaTb? 


8. Ecjih bij ceitnac naxoAnxecb b nyTH, xoraa saM HyxcHO Bbie3acaTb K3 yroro ropaA*? Vuli 
a&tu h we era Baumx cAeAywuptx ocTaHOBox. Kor^a bu BoaBpau^aetecb a aamy crpauyT 


9. Ha xaKHX aabixax bu roBopnTe, HMTaeTe, h nnuiMTe? rioxcajiyftcTa, nepexHCJmre uuux *3i 
b nopaAxe uannyHiiTero aHatmx — saui AyHiinf A hbwk nepsto#, hocacakkm tuuiHiiarre i 
c&Mb m cjiaSbifi h3uk 
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Russian — Basic Questionnaire, Part I 


10 . C ROM 6 i,l Bill M.' 1 > 'It IviUOplin. 11 


lOM MOXtCM HOMO 4b BaM? 


II ysaxeme liojiiiuei i m Maunnm; n a . -ec uaujero wetra paGoTbi. OnmiiMTe 4>yHK4MH h npoflyx- 
UMio b;.uk'iu npeAiipiuniiH n ero i viHHOHwe ham eBA3b c BbiuiecToaiiyiMM opraHM3aunaMM. 


12. Oimiun i e uauiy pufuiry. Kuk Hinuoa.-rCH Barna pa&OTa? Kto abahctcb HanajibHMKOM Bamero 
npeAiipmn mi/cJ>aopitKii/MMHHCTCpcTba M 


13. B Bameii paCoTe, mmoctcb-jim y Bac AocTyn k cexperHUM cseAeuMBM ham AoxyMeHTaM? Ecah 
otbdt yraepAMTeAbHuii, to k kukmm hmchho? OnuuiMTe ecAM y Bac 6bui Taxoft AOCTyn n 
npouiAUM, ao TenepeuiHeii pa6oru. 


14 . Coo 6 xnnTe BxpaTue o Barnux o 6 pa 30 BanHH m cneuMajW 3 aiptM. 


15 . Ecam bu 6uam hu bochhom cAyxcGe b reneHMe nocAGAHMX 10 -m act, to coo6uu*Te name aaaHMe, 
poA Boiicx, HaiiMCHOBaHHc 4acTM h cAyjKedHbie o6H3aHHOCTH 3a BpeMfl sauieH CAyxcGu. 


>y; 


16. CoCTCMTe-AH BU 4Aci>oM KOMMyHMCTMHeCXOft napTMM MAM ee KaXO»i-AM6o po ACTBCHHOft opra- 
HMBEl^MM? y KaXOlTC AHTbl M AOA3KHOCTH 3E nepMOA KOrAa COCTOHAM HACHOM. 


Hussian — Basic Questionnaire, Part I 



19. Kto m3 HJieMOB Bauien ceMtn HaxoAMTCii c bamk 3fleck a »TO<i crpaHe? Taiase yxaaorTO 
HMena, astm pOJK/teHMH m mx poactbo c Mia. 


Russian — Basic Questionnaire, Part I 


SECTION 11 


I. Do you expect io travel r>ut>njc your country within the next year or two? Where? WbentNor 

w hat purpose “ 


2. If you do not live in your capital city, how frequently could you travel there? 


2. Do you have relatives or friend* living outside the Socialist countries? Gives name*, addresses 

and relationship to >ou. 


1 Please write your mailing a d dress in the sane manner ea you would addren an envelope Jo 
yourself. 


L Describe the kinds of prftonal mail you rsaaiVO"al j<Wr m^ag adtiree*. Abpu? how many U 
tors per month do yon receive teem *ftkm your country? FtomeuUide yoqr country? Da yeu 
Tfo*v* m»j»zioe*, SOmlM 1 * w%f*t 


1 Pp y*u t*c*tv*ataa vfc**o*»*l n KtryrrVt «m VfiliMM .* itaiw 


7 What Western publication.. nc a .i...|iers of magazines can you read regularly In yput couxtryV 


8 HKgarding our itiwili no* ir « omifry; who lives with you and what is their relational to 

you? Desrr.br briefly wnu ivsummx and number o£ rooms On what floor of the building la it 
located? lo man iddu.' .-d iu mu. put it. a mailbox in your building? XI so, where is the oox 
located? Is your name or aparbm-nt number written on the box? 


9. Do you have an automobile? Give the model, color and license number 


10 PlMM* live the name, mode! and year of manufacture of any short wave radio and taJevtrton «et| 
you have^ j 


IX. Wlufct ftoeiutraphif do you have? Do you develop iUm at homeJ 


56 


II 


i i JjKKAaer e-jiu bu BojMo>KHocTb nyT<*iuecTBHH 3a npeAejiu same# CTpaHM, b cAeayiomMe rofl mam 
;iua? Ky^a? Koraa? 3a KaKoii itejiw? 


t Kcam bli ne jkmbotc b n'.uieft cTOJiwue, to nax nacTO y Bac CusaeT b 63 mo 3 khocti> e 3 AKTb Tyaa? 


t Kerb jim y Bac poactbchhhkm ham 3 HaxoMue BHe couMajiMCTH'iecKMx crpaH? yxaxcMTe MX axeiu 
M C^aMMJIMM, aApeca M pOACTBO MAM OTHOU 16 HMH K IBM 


♦ IIoMcaAylicTa, HanniiiMTe Bam nosTOBW* aApec Tax, xax but aApeconaxM 6 m KOKeepr nxcfcMa 
x ce6e. 


> OnMixiMTe poA/Tnn nnceM xoTopbie bu noAynaeTe no sarneMy noHTOBOMy aApecy. ITpk6ah 3M~ 
TeAbHO cxojibxo nMceM Bbi nonynaeTe b Mecnn, BHytpM Bameft CTpaHbi? A M3 Mecr qiie npefleAOB 
BaineM cTpanu? IIoAyHaeTe-jiM bu acypHajiu, XHMrn, mam AeAOByio jinrepaTypy no no , »T« m 
oTxyAa? 


I noAynaeTe-jiM bu nncbMa mo BOcrpe6oBaHMX? Ecam otbct yTB ep amt€ A t kuA , to Hamnnwn 

IIOAHOCTblO 3 T 0 T aApOC. 


Kussian — Basic Questionnaire, Part H 
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7. KaKMt* us 3urfu/\iu*;K m'j;i mm, ra’jft mjim McypnajicB uw MoateTe MHTan* peryjispHo b Baiueft 
CTpane? 


0. O batiK'M it it.iiuert CTpawe: kto >KHBer c bbmh h nanoe y hmx poflCTBo c »&mh? 

Ohmijiuh- liKpa'i'ui* lKMiiy Ku .prnpy m kojimhcctbo KOMHaT. Ha khkom STHJKe OHa HaxoAMTCH? 
KjJa/icicM-jjM rioui.i ;ui»i iiiu o hiumk flJiH iiOHTti a BaujeM 3^aHMM? Ecjim fla, TO rfle 3TOT HLMMX 
paciioJioMvii? llantUMHUi-JiM nauw c^awMjma m HOMep KfiapTMpu Ha 3tom fliUMKe? 

f 


9. MMeercH-jiM y Bac aBTOMo6MJib? y kujkmtc? isoAejib, i^eT m nowep aauieft M&uiKHbi. 


10. nojKajiyiicTa, yKaJKHTL* Mapxy, MOAejib w roA Bbinycxa KopoTKOBOJiHonoro paAMon phbmhmxb 
tcjicbh iopu KOTopuc y Bac mojkct 6biTb kmciotch. 


11. Kaxoe c|>oTo-o6opyAOBaHMe ecTb y »ac? ripoaBJiflere-jw bu nneioot Aowa? 




Russian — Basic Questionnaire, Part II 
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*or* IV 


A a A £> $ 

. a £ A $ '4 M 

jfJL # 

# y # ft ft# ft 

fa u h t Hi * A 

%■ 4 # & & A 

. JdL* 

4 4 a 

rieut copy the preceding statement In your own handwriting on this 
paper and sign it. 

ifftfr-LJa 6 U r * H $ 4 * r # H & s. & 
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Form V 


It ib our understanding that you dusire political asylum In the 
United States. We are u initely willing to help you, but since there 
Is no one here now wuo r speak Chinese we are unable to discuss this 
with' you fully. We, the i lore, ask that you return to your Embassy at 
once while we cable for an official who speaks Chinese to fly here. 

We realize that you would prefer not to go back to your Embassy, 
but we ask you to return quickly and calmly and, if questioned, give 
an acceptable answer to explain your absence; to your superiors. 

Continue your normal work calmly. 

During the next week please write a letter outlining your reasons 
for rsquesting asylum, the nature of your work, and tbs exact details 
of your normal business and recreational trips outside the Embassy. 

We will need to know when you normally leave tbe Embassy , 'Where you' go , 
and with wheel In order to safely plan how to contact you. If you believe 
you can securely make a 15-minute vialt to our Embassy witbib the pskl 
tso weeks, please also include the approximate date and time we can. 
expect your visit. 

Put your letter in this already addressed end stamped envelope. 

Keep it In a safe place and mall it as soon as you can without being 
observed. 

You have taken the important firat step in seeking freedom and 
asylum. As soon as we have verified your ldentityand sincerity. We 
will begin planning with you the ssfest way to arrange your ea'cwpb. 
Please be assured that you have made e correct decision and that We 
mill help you fully tbe rest of the way. 


Form VI 


What kind of work do you do in the Chinese Peoples Republic Embassy? 

Research and investigation work in political and 

economic matters? Yes No 

i'/*l k P’lrZ 71 iofiilr ih .• A 7A 


Research and investigation work in cultural matters? 

micPl’/f'fcXfLJft ; 

Research and investigation work in scientific 
matters? 

-i * : 

Translation work? 

? 

Accounting and bookkeeping? 

■ 1 

Receiving and distributing official documents 
from Peking? 

Commercial work? 

% • 

Typing and/or secret code work? 

17$. % x# r 

Translation and research work for the NCNA Office? 

# i> MM* fu j'f £ * 7% ? 

Are you a cook in the Embassy? 

Do you work as a chauffeur, houeecleaner , or 
gardener? 

WAtz&sifa. zs) tA ■’ 

Whxt is the name oi our Section Chief? 

fcUWtn A fit £$ ; 

Are you a member of tbe CCP/Inveetlgatlon Department 
Unit in the Embassy? 

°4 ? 

Do you know the members of the CCP/Investlgatlon 
Department in the Embassy? 


Yes No 

A *A 

Yee Ho 

A r-A 

Yes No 

A ^f'A 

Yes No 

A *A 

Yes No 

A *A 

Yes No 

A *4 

Yew No 

A i A 

Yee Ho 

A *A 

Ye# No 

A *A 

Yes No 

A ** 

Yes No 

A *A 

Yes No 

frit . *frA 
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Are you a member of the PLA/ 1 utelligence Department 
In the Embassy? 

1M ft IH fpHi ■ 

Do you know the members of the PLA/Intelligence 
Department m the Embassy? 

M'4 T-A **4 ft US % Ifi tn-tprt* ‘5 • 

Do you work for the International Liaison Department? 

# * if ® ftf. JT* t&if -* <1 °Jj ? 

Are you a Chinese Communist Party member? 

Do you attend briefings given by the 'Ambassador or 
the Political Counselor? 

a f « A It >\ ■Jtjrf. % Vi Ik <k : 

Can you go into the Code Boom (or Secret Room) to read 
documents and telegrams? 

4 It * t i- ^ i •' * A *■ 41 ? 


Yes No 

Yea NO 

ifi 


When were you scheduled to return to China for home leavw or raasslgnment? 
This month Next month Later this year Next year 

f -f I 

Have you recently been criticized by your superior* in 

the Embassy? Yea Mo 

rtAitLfafArtrtsMltit-Stti+ii • Mint nilj 

For what reason were you criticized? 


Mint Hlj 


Unsatisfactory political attitude? 

Yes 

No 

*>■8 k fcXJtfk f 

A 

*4 

Bourgeois tendencies or behavior? 

Yes 

No 

ti ■> ' AM*, k : 

A 


Mistakes in your work? 

Yes 

No 

j-rtAtbfi iJk ? 

A 

*4 
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Now that you are more relaxed will you begin writing a resume of your 
personal history. In this statement you should Include all details of 
your education, work experience, CCP experience. Also include the 
names, locations, and occupations of all of your family members. In a 
aecond statement write a complete report of all of your duties at the 
Chinese Peoples Embassy since you arrived h. -e . 

it rttVtZl efM ‘4 
ft It- tilti, & -fQ It V)/£f4. tt 4 

Ik*. i tif**. 


Sines it will be very useful for you to learn the English language, this 
persqn will begin to teach you. We have no teaching materials in 
Chinese bo you will be taught by the direct method. 

« ffap <$ stft/n ifilii Jt <, 


Do you feel ill? Do you want to sse a doctor? 

*** t4tAh 


Yws No 

4 *4 


6.1 


L 


Form VII 


Other useful phrases and instructions. 

Please sit in .this chair. We are going to photograph yol 

ini it hi -J- j-. i\ ultktf- - /£ m. 


We are going to take you to a safe place where you will remain for 
several days while arrangements are being made to taka you out of this 
country. The house Is safe and you will be protected. An American 
will remain with you at all times and will help you If you need help. 
Follow his instructions and do not try to leave the building without 
his permission. You will be supplied with things to make your stay 
as comfortable as possible. After several days an American who speaks 
Chinese will come here to help you and to escort you out of this Qouqt 

ft in fjj - J&OrAtf ’< # tt * 

« Hitt* lit- as 

#. $ ill- aM; rfrtf- 0jf 4A. ht 69 4 1 fail IfStrt tf-0- fit) ft b 

# A fi **A, Aj a A f 


We are going to di^^ul you so that you will not be recognized when 
we go outside of tuis ■ tiding. After we have finished the disguise 
and are leaving the building, follow closely the instructions of the 
person who Is sscortlng you. 


11? i° t#k6 yoUr Buitc *»® » 1 “‘ you. Take only the essential 
thing, which you can carry in your sockets and leave the ren.ind.r r. 
you, poaeaasiona here. They will br^fguirdeci Jor yoS. ° 
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Hello. 1 nm an official at this American Embassy. I regret 
that neither I nor anyone presently in this Embassy speaks 
Chinese, but .e have anticipated this problem and will try to 
communicate c , you using these cards, written in your 
language. 


Next: 2 



if, if ! 

itn n ak i ^ , 

<&*i fern t . 

U 1 ' £ t *. f ji > £ jg. r* 


2 

Please write your surname and given names here. 


Directions: If name is 
written in romanized for 

f o to card 3. 

f name is written in 
Chinese characters, go t 
card 4. 



3 

•Please write your name in Chinese. 

Directions: Go to card 4. 


\\ ‘f 3s. 5? & : 



ii 4 

i 

if Are you a citizen of the People's Republic of China? 

YPS . NO 

If ves , go to card S. If no, stop 

t ' ' 

$ f if a. ^ ^ 4° $ ^ ^ ^ °h 

4° k. ii 4§ «4 A. • & ,ES 

4* *. i ij 4| of] '*■ ^ 4 »° 
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5 

I will need some inforaation about you. Be assured that 
your information will be treated confidentially and will be 
held within this Embassy. 

Next : 6 



!■ 

i 


6 

1’lease show me any documents you have with you that 
identify you. 

Directions: If you wan 
to leave the room with 
the documents, use card 
Otherwise, go to 8. 


t* 


\\ £ t ^ u • 


70 




8 



/'re you ;i number of the PPC Embassy? 


YtS 


NO 


If yes , If no, 

u;e card 9 use card 11 


B i. f if A- R, -ft d 

3 

41 & » ») ? 

r H' 


to A, i|j 15 4j 

^ YES 

-t« * £ ifi 15 *fi '*• A, 

* X 


9 

Zti. stationed in this city? 

YES NO 

If >cs, go to card 10 If no, gc to card IS 

% X * X iAM f ^ ? 

^ X H *4 X VES 

*' X H # vf\ Xj * X 


NO 
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10 

Please write down approximately when your tour of duty 
is scheduled to end. 

Year Month Day 

Next: IS 


itj !i ii 0/1 it- a w <1 9 i * Jt r 

+ 

YEAR 


>1 0 

MONTH DAY 
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li 

Are you a member of a Chinese trade delegation visiting 
this country? 

YES NO 

If yes, go to 16 If no, go to 12 


& 1 1' 1 ^ is do t-i t a i * << 
t< m a a ? 


■A” ii oi] 

^YES 

-!» 4- 1. ii 4S ofl r *. ^ 

* A. 
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12 



Are you a member of a Chinese 
cultural delegation visiting this 
country? 


VF.S NO 

If yes, go to 16 If no, go to 13 


& k. )• 4. tfr ii] &<) f if) fc 

k in v a § ? 

■*" ’i-iHS ^_ves 

40 r - 4. -ift -to of] % 4j 
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JT' NO 


Are you travelling here as a FRC official? 

Yl-.S NO 

If yes, go to 16 If no, go to 14 

•i 4. 

a 65 | tj» if. «5 ? 

*» 4. tjj « ^ {.» 

•4” 4- t if[ r y, k_ »o 
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* 


Pleu.se write your occupation and your address below. 


Next: IS or 16 


ifj & ^ S' ^ ^ 1 ^ 35 0/1 ^ ^ 
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15 




hi ,(* mUi .i:.' oil this map your entire tTavel route. 

Next: 1 





t* il n i\ 
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17 

Please use this calendar and the timepiece (clock or watch) 
to indicate the e and date you must leave this city. 

if & Jil ^ a ^ 4° 44 f ^ ^ 

^ ^ ^ 0 4$ 0|T i«Q * 
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18 

Please Indicate your official position from this list. 

It your posit ten is not on this list, please write it 
lie I . 

Next: Use LIST 

After LIST . go 
card IT! 


ft. ti 4 .%> i *- ’ *8 * $• 65 **■ u ' 
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19 


I’lcast; indicate why you have cone here. 


If "other” go to 20, 
otherwise go to 23. 



i»i & 


% 

5- 1 5 ! 4S 

Commercial matter 


1^7 

Cultural matter 

trf 

K 

TjL jo] 

Visa matter 

h 

i*} 

Personal visit 

-a. 


Accident assistance 

jt 

l*\ ££ 

Other 
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1 


tking help of a political nature? 


U ):os (jo to 22 


U uo, go to 21 


& £ *. i «i. ^ 4- ft * x *> f ? 
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Please indicate v hat you want in your own writing. 


Next: 23 


1 -& 


?) T £ «; iff ^ Jf. w ,{_ 4 f 4 , 
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22 

1 admire youi umrago in coming here and I agree that you 
have made a wibe decision. 

he are going to help you to the limits of possibility. 

1 represent our Government when I assure you that we will 
assist you. 

Next : 2 



fv a % ^ h & 

, 

^ ^ 3 -f- ■§ ^ . 

# ^ A. ^ ^ /% feJ s 4* U 

¥ !£■ h') ’ 


* ■ ft 
' ft At) 
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23 

We have no American officials here noa who can speak 
Chinese. He will have an American official who speaks 
Chinese come here. This will take, at most, two days. 

As soon as he arrives, we will discuss what you want with 
you. 

If you want him to return 
to the Embassy use 24. 

If not, use 25 plus your 
own recontact plan. 


t) Vfi iri 4f S? it * A. %i g) 

\h ’ * 4 . ft x m 

iM] £ "• ^ 

"H * *Y ii'1 ^ S if ii j • 
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24 

You should return to your place and continue your work. 

We nccu two days to have a Chinese-speaking American officer 
transferred lure. In 3 to 5 days you may return here, during 
tna hours between. 9 a.m. and S p.m. If you find this difficult 
ples-e come here at your convenience. After you return here we 
can discuss the details of your request for assistance. ' 

If not "political assistance, 1 
end with 27. If "political . 
f ■ assistance" go to 26. j 


,IL * ii ® *<) & *.*.»*,*. 

, M U -*• • % w % 4. # K w 0't )'s\ > 

i ^ ^ - M & it f ID it V £ ® t h }•] 

it 31 & •' 

j & ^ ^ /t 1 i ^ p>( ^ r M X ^ 

1 *J T '+ O. «. »t i»l Jh £ • +* 

I ■* \ lS ’tt ’ iS ?l- *) If *5 e.f |S) a 4- . 

! ^ ^ -& 4 C ^ ip ££ ^ . 



25 

what you must do now is to return to your place and perform 

your normal duties. 

We w need two full days to bring a Chinese-speaking American 
oli <1 here. 

se .me, di not ae here to the American Embassy. Follow 
t ^ directions. 

Next: 26 


it. J8 ft V* -St « *• f * ^ ^ ^ 

_£. ft K «t 1*1 -i Hi; - ^ ^ t ® 

•t tj i a t a h ..... 

Ifi ii- Y Y, 4r i'l -it $ *- $■ 

k- 5#. a. - * * 4 ‘ 
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27 


26 


he will not report this visit to your government or to the 
local government. Please do not tell anyone about your visit] 
to us . 

Return to your place quickly, do your work calmly, and come 
again alter two days have passed. 

Next: end with 21 


to 


ft 


* 

4? 

ik 

4 

ft 




>6 ut 

) 

\h 

& 


il 

it 

£ 

• 

it * e 

* 





ft 


it 


i 

• 



1 £ 
ifj 

/O' 

it 

4£ 

tffl 

4 

> 

-ti 



» ft 

v A 

Jo 

t 

4- 

£ 

it 

JL 

• 





Please come with me. 1 will take you to an exit. 


LAST CARD 

Make sure you have collected 
all the cards. 

Get up to leave. 
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MEMORANDUM 

, SUBJECT Handling of Asylum Requests by 

Citizens of Communist Countries 

' (USSR., Peoples Republic of Chirm, 

Czechoslovakia, Poland, Hungary, 
Bulgaria, Romania, East Germany, 

. Albania, Yugoslavia, Cuba, N. Korea, 

II. Vietnam) 


1. Our country Is by tradition sympathetic to those who seek to 
escape from tyranny, and It Is the express policy of the U.S. Government 
to glue- prompt and full consideration to requests for asylum wherever 
they m.y be made. Moreover, persons asking for asylum or seeking to 
establish a Secret connection with the U.S. Government are often able 

to provide information of great value. Accordingly, both humanitarian 
consl derations and the interests of the Government require the Embassy 
and the other elements of tire official American Community in Iran to 
be prepared to handle requests for asylum efficiently and securely. 

2. This memorandum (which supersedes the memorandum of December 
1, 1572 on the same subject) explains what to do when a citizen of one 
of thu communist countries turns to any U.S. Government employee in 

I run uH.i a request that the U.S. Government give him refuge, help, or 
protection from his own authorities, it also explains how to handle 
persons who approach official Americans to say, for example, that they 
have "iunortuPt Information for the U.S. Government" or that they have 
a “confidential matter" that they wish to discuss with the Ambassador 
or some other American official. 


SECRET/, NOFORN 
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*' 3. Of course, some requests for asylum and stories about “irnnortant 

information" are fraudulent; they may be made by pranksters or iranks; or 
they may be the work of con men or even of the agents of hostile Intelli- 
gence services who wane to discover our procedures anJ who our ova Intelli- 
gence people are. But it is better to accept several phony reque £s than 
to turn down a single qenuine one. No one m ust he sent away just b ecause 
he behaves oddly or his story sounds improbable” Many stories whTJf Thl-' 
ti ally sounded~iii,piaus ilTle have proven true . 


4. There are a number of ways In which a person seeking asylum or 
us si stance may get in touch with the American authorities, and they v.’ll 
.a taken up below. In all cases, however. It is the duty of the Amernn 
to' whom the asylum or assistance request is first made to receive It v.' h 
. nurtesjrand -sympathy tb~i)tve-tt)e rogres ter~D~fofactTon or Whatebe" 
Trilled I a ur he ip'TT . .mees may warrant. Above "all. It is fl'jA — 

i.horltles without del. y, regardless of when the asylum request may be 
i-uiciet This moans thatreven If the request Is received after duty hours 
or on a holiday, action must still be taken on It at once, and not put 
off till the next working day. A further point: the person seeking 
-sylum or a confidential Interview may indeed have classified Infor- 
mation of great value to the Government. To pnt t him and his Infor- 
mation, therefore, his Identity and the fact oi h,_, asylum or assistance 


request must, to the extent possible, be revealed to no one other than 
■die proper U.S. Government authorities, as set forth below. 


5. Someone seeking asylum or assistance Is most likely to come In 
person to the Embassy or the Consulate, either during duty hours or 
afterwards. But there are other possibilities. He may apply to some 
other American Installation, or, if it is dangerous for him to be seen 
going Into any American Installation, he may send someone else to speak 
for him. Another possibility is that the person seeking asylum will 
approach an American in his home or elsewhere. This is a method of making 
initial contact that has been chosen by some Soviets who wanted to make 
contact with the U.S. Government. A further possibility is that the 
asylum request will be made by telephone, either to the Embassy or some 
other official installation, or to an American's home. Again, such calls 
may very well not be made during working hours. 


SECRET/NOFORN 

( 2 ) 


93 


SECRET/NOFORN 


Asylum Requests Made in Person at the Ih. cer 


Duty Hours 


>S 


6. -Someone seeking asylum may get as far as the Marine Security 
Guard (ICG) on duty, or die may make his first substantive contact with 
the Iranian guard at the main gate of the Chancery. When a non-Iranian 
applies to the gate guard with a request for asylum, or a request to 
see the rti.ibassador or some other officer on business that he will not 
reveal, — • or makes any similarly unusual request, the guard should 
refer him to the MSG on duty. 

7. If the ICG on duty receives a request of the sort noted in the 
preceding paragraph either directly or through the gate guard, he should 
put the visitor In the Guard Rooms as above, and then summon the Security 
Officer. If the latter Is not present, the MSG should discreetly alert 
the SI!F Chief or ,.oy other SRF Officer known to him. Out of the visitor's 
hearing U.nd of the receptionist's, too) he should telephone and say, 

‘ “ I have a me ssage from M r. MA YDAY". This arbitrary phrase Is the signal 
that someone Tias IskecPfor asylum or has an unusual request of the sort 
noted In Paragraph 6. 




8. If summoned as above, the Security Officer, or any other Embassy 
Officer, 

(a) will at once alert SRF by the use of the MAYDAY phrase as ab 

(b) should see to the visitor's comfort while awaiting the arrlva: 
of the SRF representative. 

Note that someone seeking asylum or clandestine contact with 
tile U.S. Government Is likely to be under considerable stress. The 
officer receiving him, therefore, should not leave him alone. If pos- 
sible, and should no what he can to put him at ease. To the extent 
that he and the visitor have a coinnon language, he should try to elicit 
the visitor's basic personalia (l.e., name, citizenship, occupation). 


SECRET/NOFORN 
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and Vi!;.. s It Is that he wants. He should make no attempt to Interrogate 
him, buwever. The officer should listen sympathetically and courteously 
to the /isltor’s story and should assure htm that someone Is coining to 
talk to him rignt away, and that his request will be given speedy and 
secure consldei'-itlcii at the appropriate level. Naturally, the officer 
must t>i particularly careful to say nothing that might be Interpreted 
as a promise of asylum In the United States or. Indeed, of any other 
form of U.S. Government assistance — for example. In leaving Iran and 
resettl ing elsewhere. 

IV the visitor has a passport and other identity documents, and 
if the circumstances permit It, the receiving officer should make 
xerox copies of them. 

9. Upon ft is arrival, the SRF representative will take responsibil- 
ity for further handling. 


Id. if th : visi tor cannot, wait for the arrival of thi> RRF flffirer 
the o t(V i.r she ..To teTJ the vlsllior’ to ~c6me back at a clearly specified 
time, i . a i -:cai.i 1 , In-.- Saiiia day or a; Sfioh afterwards as possible, rn 
nBtfcvcy. ETC visitor suaffei ho cannot risk returning to an American 
Itistu! 1. aK.ft, the officer should arrange a meeting for him In a public 
place which Is easily found and to which he can gain access, such as 
the bar of a local hotel. The visitor should be told to have a 
mar J.21..C in his hand so that the SRF Officer can recognize him. The 
its to date, tlm.:, "Isr;; .m d n.r-n; of re mon ition should 
:..1T-1V mn 1 r r-.rr.rl P..- fry ■ t':. 'ilcll-f.r li.auan TT 


on from him: 


rt. His name. nationality, date and place of birth, local 
aduress (residence or hotel) and local telephone number. 


C physical description as exactly as possible 

• “ j clothes he Is wearing. 


SECKET/HOFO; N 

( 4 ) 


9S 


SECRET/NOFORN 


C. Obtain any notes or papers he Wishes to leave. 

0. Atk him to write out his request if he has 
sufficient time. 


VI. V. 
(Post fiJ. ij 
or an unusual 


r on Holidays 


urs or on a baTfdayfthe MSG on duty at the Chancery 
,j a visitor with what appears to be an asylum request 
.quest of the sort noted in Paragraph 6 above: 


(a) he will install the visitor In the Guard Room 
as 'in Paragraphs 6 ana 7 above. 


(b) he will check ills log book ' -j ; e whether any 
Si.r Officer known to him is In the Chancery 
at the time (on a Friday or Sunday morning, 
to,- example). If so, he will alert him to 
the presence of the visitor by phoning him 
and us ing the Mr. MM PAY phrase as In 
Paragraph 7. 

(c) If no SRF Officer is actually present in the 
Ci.-iicery, the PfclG should alert the Security 
C.n.ar and one of the SRF Officers on his 

I Jut by telephone. Again he should use the 
h r. MnYDAV phrase as In Paragraph 7. 

(d) Funding the arrival of tiia SRF Representative, 
the MSG will proceed as in Paragraph 8. 

(e) If the visitor cannot wait, the MSG should try 
to arrange an alternate meeting as in Paragraph 
1C. 


SECRET/NOFORH 
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R equests made at the Embassy Annex (Consulate) 

IE. If an asylum or similar request 'Is made at the Consulate during 
duty iicurs, the Iranian receptionist should refer the requester to the 
officer designated by the Chief of the Consular Section. The latter should 
put the visitor in Room 211 or Room 404 of the Consulate, and then proceed 
as in Paragraph 8 above. If the request is made after hours or on a 
holiday, the MSG on duty should put the visitor In the Visa Applicants 1 
Halting Room, and then proceed as in Paragraph 11 (b), 11 (c), 11 (d), 
and 11 (a) above. 



13. Should asylum or similar requests be received at the USIS 
building, the receiving officer should notify the Embassy Security 
Officer, who In turn, will notify SRF. 


14. If, during outy hours, someone presents himself at an Armish/ 
Maag or Genmlsh installation with an asylum or similar request, he 
should be referred to the unit Security Officer. The latter will alert 
the brassy Security Off icer, who. In turn, will alert SRF. In alerting 
the Eire. assy Security Officer, the unit Security Officer will likewise 
use the Mr. K-.YOAf phrase. After hours or on holidays the unit Duty 
Officer should" alert the MSG at the Chancery, who. In turn, will alert 
the Embassy Security Officer and SRF. 

Re quests made Elsewhere 

15. It Is possible that a person seeking asylum or clandestine 
contact will try to get In touch with an official American at the 
latter's residence. This Is especially possible when they already know 
each o trier, Should this happen, the same basic notification and 
handling procedure is to be followed. 


f rq row] > 


1C. A person seeking asylum or contact may think It unwise or even 
dangerous to cose to the Embassy. In such a case he may telephone and 


SECRET/NOFORN 
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_*:jk to meet an American official somewhere outside the Embassy. If such a 
all comes after duty-hours or on a holiday, the MSG will determine if 
iiere Is a Skr officer known to him In the building and have him take the 
all. If there is not such an officer, any Embassy Officer who may be in 
Uie building should take the call. If no Embassy Officer is present, the 
ii>G will ask the caller to give the telephone number where he can be 
aached and wnan. If the caller cannot or will not give such a number, 
he should be asked to call the Emoassy back in two hours time. A SRF 
officer should be notified Imnedlately and will come to the Embassy to 
cake the call, 

17. The same basic procedure Is to be followed when asylum requests 
or requests for contact are made thitiugh Intermediaries. Whoever receives 
.ne request should urge the intermediary to bring the requester to the 
chancery. If this is not possible, an outside meeting should be arranged 
t.i in Parngiym 10 above. In either case the personalia of both the 
hitom.ediary and the requester should be noted. 

Reques ts received at Khorrumi halir and Tabriz 

- 18. With appropriate ciianges, the same procedures are to be followed 

>,hen someone applies ylum or contact to the consulates In Khorramsha 
or Tabriz . ilia of the requester (Including the languages he 

. peaks) should fca > and he should be held at the consulate if pos- 
sible. If lie cannot . u.j . he should be asked to come back no less than tu 
. ays later, if tills is not possible either, an outside meeting in a pub'll 
f lace should he arranged for two cays later. The two-day delay Is to per- 
it a SRF riipi'osentatiVtt to come from Tehran. The consul will alert the 
C,iC*assy Security Officer or a senior SRF officer, r any other Embassy 
officer in Tehran by telephone, using the Kr.J' ‘X l_ phrase as above. A 
C.4F officer wil l then come from Tehran at the L ;r, test opportunity. I 




iiiFfc 


19. Siif is responsible for briefing the Embassy Security Officer, 
cod, Jointly with him. fur briefing the Marine Security Guards. 


SECRET/NOFORN 
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i.,e urity Officer Is responsible for briefing newly- 

.. o, _/.d each successive Embassy Duty Officer. He 

r’cuuO.-.:; .do for brief ing the Marine Security Guards, the 
i.c.pticnis;, the switchboard operator and the gate guards. 

lie Chief of the Consular Section Is responsible for briefing 
pricers and the Iranian receptionist a‘ the Consulate. 

I.ie Chief, USIS Is responsible for -.neflng his own officers 
In, guards. 

i as DAO i; responsible together with SRF for briefing the 
Wi tccurl t; officers at Annlsh/Maag and Genmish. 


SECRET/N0F0RH 
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TELEPHONE SUBSTITUTION CODE FOR REPORTING WALK I 


This code is for use by the consulates in Tabriz 
and Isfahan in reporting to the Embassy the arrival- o 
Walk-In with whom re-contact has been arranged. 

In handling a Walk-In, proceed to debrief him acc 
to the standing Embassy Walk-In instructions. Then at 
to arrange recontact, either in your city or in Tehran 
you arrange a follow-up meeting in your city, set it I 
less than 24 hours, and preferrably 48-72 hours, in a< 
so as to allow time for an SRF officer to arrive from 
If you arrange for re-contact in Tehran, select one ol 
two sites listed below, and allow adequate time for t! 
In to arrive in Tehran. Call the Embassy and use the 
ate substitutions to signal the Walk-In's status and < 
The telephone conversation need not be verbatim as su| 
here, but should contain the essential elements necesl 
describe the situation: 

"This is (caller's name) in (location) ■ I hi 
message for (one o f the SRF officers listed in~the Em l 
Walk-In instructions}^ Mr. Mayday, an American busTni 
from (occupation: use city/state code) , needs some al 
tance wTth an export contract involving (nationality : 
commodity code) . He is particularly interested in (s 
use appropriate query) . 

"Can you send us some materials by ( latest d 
time by which an SRF officer should arrive in Your cl 
(Use this if local re-contact has been arranged.) 

"He is coming to Tehran, and I've told him t 
the (place of contact in Tehran: "Embassy" or "Comme 
Library") on (dateAime of contact in Tehran) . (Use 
contact has been arranged for fehran.) 

"Mr. Mayday also would like to discuss trade 
(indicate languages in which the Walk-In can communic 
listing appropr iate countries, e.g., England for Engl 
USSR for Russian, >ain for Spanish, etc.) 


SECRET 


100 


SECRET 


. (Refer also to any pertinent miscellaneous informa- 
I 1 as whether the Walk-In is travelling alone or 

in*I ran^etc ^ riVlng hls own car > how much time he will have 


I 

Arranging Contact in Tehran : 


. a ‘ the W alk-In will agree, ask him to come to the 

relent at an exact . aad specific time and date. In your 
telephone message, indicate the time and date and state 
that you have told Mr. Mayday to go to "the Embassy." 


b. 

Emb assy 
him to 
outside 
two bio 
vis ib le 
The Arne 
and ask 
ate in ’ 
indicati 
Mayday i 


If the Walk- 
' in Tehran, se 
await contact 
> the entrance 
icks West of th 
! Engl ish- langu 
rican approach 
if the Walk- 1: 
Tabriz, Shiraz 
e the time an 
to go to the 


In insists on being met outside the 
:t a specific time and date, and tell 
by an American official on the sidewalk 
to the Caspian Hotel on Tachte Jamshid, 
ie American Embassy. He should carry a 
lage newspaper to facilitate recognition, 
mg the Walk-In will introduce himself 
n is the person who visited the Consul- 
ar Isfahan. In your telephone message, 
date, and state that you have told Mr. , 
tmmercial Library. ». i 
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I . National i ly i e 

a. Soviet Union Silver 

b. Chinese Peoples Republic. ... .Chinaware 

c. Poland Paper 

d. Czechoslovakia Crystal 

e. German Democratic Republic Gold 

f. Hungary Hemp 

g. Yugoslavia Yarn 

h. Albania Asphalt 

i. Romania Rubber 

j . Bulgaria Brick 

k. Democratic Peoples Republic of Korea Kaolin clay 

l. North Vietnam Vinyl plastic 

m. Cuba Cigars 

n. Iraq Iron 

o. Syria Soda 

p. Libya Lead 

q. Palestinian, or terrorist of any nationality Tin 

II. Occupation Code 

a. Intelligence/Security officer Indiana 

| b. Diplomat Denver 

I'.' 

c. Trade Representative Texas 

I d. Communist party official Connecticut 

§ 

f; e. Technician Tennessee 

!| 
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f. Military officer Maine 

g. Soldier, enlisted man San Francisco 

h. Other Omaha 


III. Status Code 

a. lias information for the USG "information on U.S. 

customs regulations." 

b. Wishes to work secretly for the USG "information 

on work permits in the U.S." 

c. Seeks asylum or defection, but might be able to re- 
turn to his country and work for the USG "dis- 

cussing alternative routing.” 

d. Seeks asylum, cannot return to his country "dis- 

cussing Iranian export permits." 

e. Is intermediary for someone else "talking to a 

local broker." 

f. Is illegal border crosser "discussing possibilit: 

of border closures." 

g. Other "talking to someone in the Embassy instead 

of a Consulate." 
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